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Introduction:

This guide will teach you how to use VMware Workstation to install, update, and setup Windows 10 on a virtual
computer. In addition, we will walk you through configuring KeePass to manage passwords and using an application
firewall to improve system security. This book is meant to make the process simple and understandable, with step-
by-step directions and helpful photographs at key points, so you can easily set up a safe and useful virtual
environment for your requirements. Upon completion, you will possess a virtualized Windows 10 computer that is
properly setup and equipped with necessary security tools, all set to be utilized on a new virtual machine.

Because this is on Active Directory (AD) you will have to use the AD administrator account below,
Login Name: CTW\Administrator
Password: PaSSword!1

Setup of a Virtual guest in Vmware Workstation:

WORKSTATION PRO™ 17

® = =4

Select "Create a New Virtual Machine": Click the "Create a New Virtual
Machine" option on the main screen or navigate to File > New Virtual
Machine.

WORKSTATION PRO™17

Choose Configuration Type: Select "Typical (recommended)" or
"Custom". Typically, "Typical" is suitable for most use cases.

®  Typical: For a straightforward setup.

®  Custom: Allows more control over hardware configuration
(advanced users).




WORKSTATION PRO™17

] ) ) ] ® = i
Installation Media: Choose how to install the operating system: Someades  omevw Ceneees
o Installer Disc: Insert the OS installation CD/DVD into your
CD/DVD drive. P

(] ISO Image File: If you have an ISO image, choose "Installer
disc image file (iso)" and browse to the location of the ISO.

(] | Will Install the Operating System Later: Allows you to create
a virtual machine without starting the installation right away.
We will use the install disk image. = e

. Browse for ISO: Click Browse to locate your Windows 10 I1SO
file on your computer.
. Click on Open.

WORKSTATION PRO" 17

(C] = =
oz | (Moo | | oo
S, | omme || amm
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Select you ISO file that you want to use and click open.

New Virtual Machine Wizard X

Guest Operating System Installation
A virtual machine is ike a physical computer; it needs an operating
system. How will you install the guest operating system?
Install from:
() Installer disc:

@ DVD RW Drive (D:)

Next: Click Next to proceed. © Installer disc image file (iso):
‘C:Users\'\homas‘oowrioads\w'n10_22HZ_En§|§1_x€ v Browse. ..

[Z] Windows 10 x64 detected,
This operating system will use Easy Instal, (What's this?"

(O 1will install the operating system later.
The virtual machine wil be created with a blank hard disk.

__Hep | Back ~b Cance

New Virtual Machine Wizard X

Easy Install Information
This is used to install Windows 10 x64.

Windows product key

Personalize Windows
Fulname:  ictadmin

Enter the relevant Information and click next.
(you don’t need to enter a product key yet, you can if you want to)

(optional)

(] Log on automatically (requires a password)

Help <Back | Next> | Cancel



New Virtual Machine Wizard

X
Mame the Virtual Machine
What name would you like to use for this virtual machine?
Wirtual machine name:
Juindous 10 1]
Location:
. Virtual Machine Name: Provide a name for your virtual C:\Users\Thomas \Documents\Virtual MachinesWindows 10 x64 | Browse....
machine, e.g., Windows 10. The default Iocation can be changed at Edit > Preferences.
. Location: Choose a location to store the virtual machine files.
. Next: Click Next.
<o conce
New Virtual Machine Wizard X
Hame the Virtual Machine
What name would you like to use for this virtual machine?
Virtual machine name:
23214
Location:
C:\Users Thomas \Documents \Wirtual Machines\VU23214 Browse, ..
Edit the virtual machine name. W= e U B b o
<oos e
Mew Virtual Machine Wizard X

Name the Virtual Machine
what name would you like to use for this virtual machine?

Virtual machine name:
vu23214

Location:

C:Wsers\Thomas \Documents Wirtual Machines WU23214

) ] ; The default location can be changed at Edit > Preferences.
Click the browse button to select where to save you virtual machine. © S S A= B

<Back Cancel

1al Machine W

Hame the Virtual Machine
1 Browse For Folder X

Virtualm  Virtual Machine Location
VU232

Location | DVD RW Drive (D:)

gl ¥
> 10150

) ) The defe

Browse to the folder where you want the virtual machine to go to. i » T Documents

» 7 Downloaded Programs

¥ Master-lmages

» 1 Recordings
to look at
b Virtual Machines
> "3 Network

Foder:  T7Shield (E)

Make New Folder oK Cancel Bnce!




Click make new folder

Name the folder

You can make a sub folder and name it then click the ok Button.

You have now name and selected where the virtual machine will be

saved, click next to proceed.

Mew Virtual Machine Wizard

Hame the Virtual Machine
W
Browse For Folder X
Virtualm  Virtual Machine Location
vuz2321
Lot ~ T Virtual Machines
st :_ ;Twh-zhaa—ﬂaab-gﬁe—?ﬁ‘li‘lﬁ B
The defz
= parrot
parrot-vm
> 70 pen-test
> T0 share
> =0 Splunk
Folder: Virtual Machines
| x|t
Mew Virtual Machine Wizard
Hame the Virtual Machine
"
Browse For Folder X
Virtuglm  Virtual Machine Location
vu232!
Locatial ~ T Virtual Machines
C\sel :_ 564d892e-2baa-Baab-%a5e-Tei13144 .
~ Kali=Purple T
The defe
parrot-vm
> 70 pen-test
> 0 share
> =0 Splunk
Folder: New folder
| ok Cancel el
Mew Virtual Machine Wizard X
Name the Virtual Machine
‘| Browse For Folder x
Virtualm  Virtual Machine Location
vu232|
Locatio B WEE-Zbaa—Saab-gaSe-?2513144
Cose = Kali=Purple e
_ parrot =
The defé parrot-vm
> T0 pen-test
> T share
> T7 Splunk
> T vz
Foldar: New folder
Make New Foider [@ Cancel :mcd
New Virtual Machine Wizard X
Name the Virtual Machine

what name would you like to use for this virtual machine?

Virtual machine name:
vu23214

Location:
E:Wirtual Machines\VU23214\Part-1

The default location can be changed at Edit > Preferences.

< Back Nh > Cancel




Maximum Disk Size: Set the virtual disk size, such as 60 GB.
Ensure this size is enough to accommodate Windows 10.

Disk Storage Option:

(] Store virtual disk as a single file: Useful for slightly
faster performance.

(] Split virtual disk into multiple files: Better for moving
the VM to different storage.
(personal preference here)

Next: Click Next.

Customize Hardware: Click Customize Hardware to adjust VM
settings:

Memory (RAM): Allocate at least 4 GB (4096 MB) for smooth
performance.

Processors: Assign at least 2 processor cores.

Network Adapter: Leave as NAT or choose another option
depending on your needs.

Finish Setup: Click Finish after making any changes.

(Select power on to automatically start the virtual machine for

installation)

Vmware will now setup your virtual machine on the host computer

When the virtual machine setup is done you will see this on your screen.

New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer's
physical dsk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB):

Recommended size for Windows 10 x64: 60 GB

_) Store virtual disk as a single file
© split virtual disk into multiple fies

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help < Back Next > ~ | Cancel

New Virtual Machine Wizard X

Ready to Create Virtual Machine
Click Finish to create the virtual machine and start instaling Windows 10
x64 and then YMware Tools.

The virtual machine will be created with the following settings:

Name: V23214
Location: E:\Virtual Machines\VU23214\Part-1
Version: Workstation 17.5.x

Operating System: Windows 10 x64

Hard Disk: 60 GB, Split

Memory: 2048 M8

Network Adapter:  NAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Sound Card

Customize Hardware...

8 Power on this virtual machine after creation

< Back ( Fsth | Cancel
L

Ready to Create Virtual Machine
Chick Finish to create the virtual machine and start installing Windows 10
x64 and then VMware Tools.

The virtual machine will be created with the following settings:

MName: Vu23214
Location: E:\Wirtual Machines\VU232 14\Part-1

VMware Workstation

Creating Disk...

Cancel

Customize Hardware...

8 Power on this virtual machine after creation

Ly




Installing Windows 10 on the Virtual Guest:

Power On: Click "Power on this virtual machine" to start the VM.
(if you selected start virtual machine in the previous setup,
it will power on by itself)

The virtual machine will start up.

Wait for Installation: Windows will copy files and install. This process
may take some time.
(This may take some time to complete so go get a coffee)

Installer coping files to the virtual machine.




Preparing files can take a while.

The installer will also check for updates.

When the installer is finished it will do a restart of the virtual machine.

After the reboot windows will start the configuration settings.
(Windows will restart after this)




When the virtual machine restarts it may take some time to boot up.
(It is finalising the settings)

Windows will then apply the updates it downloaded. 5
(The virtual machine will restart after this) Getting Wind

Dor't tumn off you

Windows will now setup the virtual machine for you to use. We're getting everything ready for you
.

File Edit View VM Tabs Help - & Mo D08 o8| -

i x
L Home o vuz3214 t

e ear

To expand the screen to full screen, click the box with the two arrows. = 0 My Compater

3 vuz3214




It will then fill up the screen area. ThlS m|ght take Several minutes

Don't turn off your PC

Once it has finished the above stage of the installation the virtual . 3
machine will restart. ictadmin

Welcome

After the reboot your virtual machine is now finished installing
windows 10.

3359

Friday, September 27

Press the spacebar key on the screen to get the login screen, and login. ictadmin




Networks

¥=)  Network

You may be required to allow your network, click yes.

£ Type here to search

T = Z =

The installation of windows is now completed.

£ Type here to search

Setting up Computer Name Windows 10:

Right click on the window’s icon, the go to system and click it.

2" Type here to search



About

Your PC is monitored and protected.

See details in Windows Security

Device specifications

Display
Device name

Sound
Processor

Click on the Rename this PC button. ieEhoione s acere Inetaled BAM

Device ID
Focus assist Product ID

System type
Power & slee,
P Pen and touch

Storage

o
&

i Multitasking
Windows specifications

Projecting to this PC
Edition

£ Tvoe here to search

@ Home About

[ Find a setting Your PC is monitored and protected.

Rename your PC

Rename your PC

In this dialog box enter the name you want for this PC.
Then click the next Button.

Copy

Rename this PC

i Multitasking
Windows specifications

Projecting to this PC
Edition

Type here to search

Settings

@ Home About

Find a setting Your PC is monitored and protected.

See detai

The PC will then require a restart so click the restart now button.

Penandtouch  No pen or is available for this display

= Storage Copy

LB Tablet ot
Eit  Multitasking
Windows specifications

&1 Projecting to this PC
Edition w Educatior

£ Type here to search




Windows will the restart to apply the new PC name.

Restarting

When the PC has rebooted and you have logged back in, Right click on
the window’s icon, the go to system and click it.

O Tvpe here to search

Settings - a x
R Home About
| | ] Your PC is monitored and protected.
- See details in Windows Security
© Display Device specifications
I%lo Device name
d9) solnd
Processor
You can now see the PC name has been changed to CT00002. [ Notifications & actions Installed RAM
Device ID
2 Focus assist Product ID

System type
) Power & sleep

Pen and touch

& Storage Copy
EHR Rename this PC
Hi Multitasking

Windows specifications

B

Projecting to this PC
Edition Windows 10 Education




Change Disk Partion Size on Windows 10:

Right click on the window’s icon, the go to Disk Management and click it.

This will show you the disk’s that are in the PC.

Select the partion you want to change.

9 Type here to search

& Disk Management - o ¥
File Action View Help
e mEM*>=XE E 28
Volume [ Layout [ Type [ File system [ status [ Capacity | Free Spa... | %Free
™ Simple Basic NTFS Healthy (B... 59.68 GB 206168 68%
= (Disk 0 partition 1) Simple Basic Healthy (E.. 200 MB 200MB  100%
~

== Disk 0 P—

Basic )
59.8‘8 GB 200 MB 1 59.68 GB NTFS
Online Healthy (EFI System Partition) Healthy (Boot, Page File, Crash Dump, Basic Data Partition)
ws CD-ROM 0O
DVD (D)
No Media
= v
W Unallocated Wl Primary partition
& Disk Management — =] X
File Action View Help
e @M EmM =XHJ G EE
Volume | Layout [ Type | File System [ Status | Capacity | Free Spa... | % Free [
“_ Simple Basic NTFS Healthy (B... 59.68 GB 4061GB 68 %
== (Disk 0 partition 1) Simple Basic Healthy (E... 200 MB 200 MB 100 %

== Disk 0

Basic [

50.88 GB 200MB 59,68 GB NTFS

Online Healthy (EF] System Partition) | Healthy (Boot, Page File, Crash Dump, Basic Data Partition)
~/CD-ROM 0

DVD ()

No Media

M Unallocated Ml Primary partition



Right click the partion and select the shrink volume.

Windows will now query the drive to get the relevant information.

This dialog box will show the drive information, as in total drive size, size
available that you can shrink and enter amount is where you set what
size you want to shrink the drive by.

& Disk Management — [m] x
File Action View Help
e @ HE =XEE LS
Volume | Layout [ Type | File System [ Status | Capacity | Free Spa... | % Free
- (C) Simple Basic NTFS Healthy (B... 59.68 GB 4061GB  68%
= (Disk 0 partition 1) Simple Basic Healthy (E.. 200 N~ 20nsen—sno.0c
Open
Explore

== Disk 0 —
Basic

59.88 GB

@
200 MB 1 50.68 GB NTFS

Mark Partition as Active
Change Drive Letter and Paths...
Format..

Extend Volume...

Shrink Volume...

addtiror.

Delete Volume...

|

Properties

Healthy (EFI System Partition)

Online | Healthy (Boot, Page File, C.

= CD-ROM 0
DVD (D)

No Media

M Unallocated Bl Primary partition

& Disk Management
File Action View Help
G mHM>=XE G B0
Volume | Layout [ Type | File System [ Status | Capacity | Free Spa... [ % Free
- (C) Simple Basic TFS Healthy (B... 59.68 GB 206168  68%
== (Disk 0 partition 1)~ Simple Basic Healthy (E... 200 MB 200MB  100%
Querying Shrink Space
> Quenying volume for available shrink space, please wait ..
~

= Disk 0

Basic | (&)
59.8_8 GB 200 MB 1 59.68 GB NTFS
Online Healthy (EFI System Partition) | Healthy (Boot, Page File, Cr:

ash Dump, Basic Data Partition)

M Unallocated Wl Primary partition

— CD-ROM 0
DVD (D:)
No Media
o v
M Unallocated Ml Primary partition
- lanageme
File Action View Help
e mEmM XM G20
Volume | Layout | Type | File System [ Status | Capacity | Free Spa... | % Free [
-(C) Simple Basic NTFS Healthy (B... 59.68 GB 4061GB  68%
= (Disk 0 partition 1) Simple Basic Healthy (E... 200 MB 200MB  100%
Shrink C: p <
Total size before shrink in MB: gimo
Size of available shrink space in MB! [N {41584
Enter the amount of space to shrink in MB:
Total size after shrink in MB: 19516
You cannot shrink a volume beyond the point where any unmovable files are located.
See the "defrag” event in the Application log for detailed information about the
operation when & has completed e
= Disk 0 == =
?;i;; o - See "Shink a basic volume" in Disk Management help for more information
Online Health| ion) ]
i = Sk ] | Cancel | f
=/ CD-ROM 0
DVD (D)
No Media
v



We want to shrink the main drive by 20GB so we enter 21534 in the
amount box.
As you can see the total box now shows 39575 this is the size the main
drive will become.

Now click on the shrink button.
(Windows will start shrinking the drive)

When Windows has completed this task, you will see the new drive.
(the drive is unallocated we have to initializes and format it)

Shrink C: X

Total size before shrink in MB: 61109
Size of available shrink space in MB: 41534
Enter the amount of space to shrink in MB: —)[21534 :
Total size after shrink in MB: mm) 39575

@ You cannot shrink a volume beyond the point where any unmovable files are located.
See the "defrag” event in the Application log for detailed information about the
operation when it has completed.

See "Shrink a basic volume" in Disk Management help for more information

| Cancel
Shrink C: X
Total size before shrink in MB: 61109
Size of available shrink space in MB: 41534
Enter the amount of space to shrink in MB: 21534 f’f
Total size after shrink in MB: 39575

0 You cannot shrink a volume beyond the point where any unmovable files are located.
See the "defrag” event in the Application log for detailed information about the
operation when it has completed.

See "Shrink a basic volume" in Disk Management help for more information

e [

& Disk Management — [m] X
File Action View Help
e mHEM =0 EEE

Volume | Layout | Type | File System | Status | Capacity | Free Spa... | % Free
- (C) Simple Basic NTFS Healthy (B... 38.65GB 195768 51%
= (Disk 0 partition 1) Simple Basic Healthy (E.. 200 MB 200MB  100%
~
= Disk 0 | =
Basic (©
59.88 GB 200 MB 38.65 GB NTFS 21.03GB
Online Healthy (EFI System | || Healthy (Boot, Page File, Crash Dump, Basic | || Unallocated
—/CD-ROM 0
DVD (D)
No Media

M Unallocated . Primary partition




& Disk Management
File Action View Help
e mHEMmM =0 E

Volume [ Layout [ Type | File System [ Status | Capacity | Free Spa... | % Free |
- (C) Simple Basic NTFS Healthy (B... 38.65GB 195768 51%
= (Disk 0 partition 1) Simple Basic Healthy (E.. 200 MB 200MB  100%

Select and right click the new drive and select New Simple Volume.

= Disk 0 e

Basic ()

59-3‘3 GB 200 MB 38.65 GB NTFS 21.03 GB
Online Healthy (EFI System | || Healthy (Boot, Page File, Crash Dump, Basic | || Unallocatec ﬁeﬁSimpleVolume...
/s New Spanned Volume...
2cp-rRoMO New Striped Volume
DVD (D) New Mirrored Volume,
w RAID-5 Volume
T New RAID-5 Volum
Properties
Help

M Unallocated Wl Primary partition

New Simple Volume Wizard

Welcome to the New Simple
Volume Wizard

This wizard helps you create a simple volume on a disk.

A simple volume can only be on a single disk.

To continue, click Next.

This will start the New Simple Volume wizard, click next.

Cancs

New Simple Volume Wizard

Specify Volume Size
Choose a volume size that is between the maximum and minimum sizes.

Maximum disk space in MB: 21534

This step shows you the drive size, click next to proceed. Minimum disk space in MB: 8

Simple volume size in MB:

Cancel




On this dialog box you can select a drive letter or leave it default, click
next to proceed.

This is the drive formatting dialog box, in here you can set the drive size
and name.
Make sure quick format is selected and click next

This is the review settings dialog box please check the changes to the
drive and if you are satisfied with the setting click the finish button.

New Simple Volume Wizard

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition.

(®) Assign the following drive letter: E ™
(O Mount in the following empty NTFS folder:

() Do not assign a drive letter or drive path

ook [ gy ] | Cone

New Simple Volume Wizard
Format Partition
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and f so, what settings you want to use.

(O Do not format this volume
(®) Format this volume with the following settings:

File system: NTFS v
Allocation unit size: Default v
Volume label: New Volume

Perform a quick format

[C] Enable file and folder compression

conck [ ey | | Come

New Simple Volume Wizard

Completing the New Simple
Volume Wizard

You have successfully completed the New Simple Volume
Wizard.

You selected the following settings:

Volume type: Simple Volume ~
Disk selected: Disk 0

Volume size: 21534 MB

Drive letter or path: E:

File system: NTFS

Allocation unit size: Default

Volume label: Shares o
uiick farmat Yae J

To close this wizard, click Finish

< Back Cancel



& Disk Management - =] X

File Action View Help
e mHEMmM =05

Volume I Layout I Type I File System I Status I Capacity I Free Spa... I % Free
Simple Basic NTFS Healthy (B... 38.65GB 19.57GB  51%
0 partition 1) Simple Basic Healthy (E... 200 MB 200 MB 100 %
== (Disk 0 partition4)  Simple Basic RAW Formatting  21.03 GB 21.03GB 100 %

Windows will now apply the settings to the drive.

~
= Disk 0 L e——————

Basic (©

59.88 GB 00 MB 38.65 GB NTFS 21.03GB
Online Healthy (EFI System | || Healthy (Boot, Page File, Crash Dump, Basic | || Formatting
—CD-ROM 0

DVD (D:) o

No Media

1 v

M Unallocated Il Primary partition

& Disk Management ] o X
File Action View Help

e mEM =00

Volume | Layout | Type File System | Status | Capacity | Free Spa... | % Free
- (C) Simple Basic NTFS Healthy (B... 38.65GB 1957GB  51%
= (Disk 0 partition 1) Simple Basic Healthy (E.. 200 MB 200MB  100%
= Shares (E:) Simple Basic NTFS Healthy (B... 21.03GB 2097GB  100%

When the task is completed you should now see your new drive ready

for usage.
A.
= Disk 0 ==l

Basic (] Shares (E)

59.§8 GB 200 MB 1 38.65 GB NTFS 21.03 GB NTFS

Online Healthy (EF| System | || Healthy (Boot, Page File, Crash Dump, Basic | | | Healthy (Basic Data Partition)
—CD-ROM 0

DVD (D:) l}

No Media

d v

M Unallocated Wl Primary partition

= | File Explorer

Home  Share  View

A # > Quickaccess »
S Frequent folders (4)
B Deskeop Desktop
Thi P
& Downloads 2

4] Documents

Documents

= Pictures 4
e
Open your file explorer and in it select the This PC on the left menu. s e

4items

L Type here to search



You can now see your new 20GB drive here

Installation of Debian:

Power On: Click "Power on this virtual machine" to start the VM.
(if you selected start virtual machine in the previous setup,
it will power on by itself)

The virtual machine will start up.

s | This PC

4 This PC

v 3 Quick access
I Desktop
& Downloads
Documents
&) Pictures

2 Jin o

#¥ Network

3D Objects
4

Documents

Music
i) =

g Videos

]g Floppy Disk Drive (A:)
-~ -~

DVD Drive (D)
VD
\- - -

Desktop

Downloads

Pictures

Local Disk (C:)

Shares (E

e 23214 Task 4 Dt 1




Wait for Installation: Debian will ask you what you want to do make your

selection using the arrow keys then press enter.

Select your language and press the continue button.

Select your location and press the continue button.

e V2214 Task 4 Debian L

) debian 12

1]

Debian GNU/Linux installer menu (BIOS mode)

Graphical install
Install

Advanced options
Accessible dark contras
Help

Install with speech synthesis

staller menu

otherwise speech synthesis will be started in 27 seconds

Ok MO | st Db 17,3542 1 w5 5y Compute, o 1 v o e e oA s o 0,k Prhd

Inwesiutairg | CwgeOne | tew

e V23214 Task 4-ebise L.

© debian 12

Select a language

Choose the language to be used for the installation process. The selected language will also be the default
language for the installed system.

Language:

CHInese (SUnpiined) - e ~
Chinese (Traditional) - &x(mm)

Croatian - Hrvatski

Czech - Cestina

Danish - Dansk

Dutch - Nederlands N

Dzongkha - Em

Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian - JoGayeo

German - Deutsch |

Screenshot Go Back | Continue
i 121640 0 s i o ot W o e B g i Bt 6, 5 Fraed bt ratedintaiey | CwrgeOuc e

V23214 Task 4-Debine L.

© debian 12

Select your location

The selected location will be used to set your time zone and also for example to help select the system locale.
Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose “other” if your location is not listed.
Country, territory or area:

f
Australia

Botswana

Canada

Hong Kong

India |
Ireland

israel

New Zealand

Nigeri.

pines
Seychelles
Singapore
South Africa

Screenshot GO Back [_Congnue |

- oot 0, &k T Praed et et Cwgeose teb



e WA Tank 4 Db 1

© debian 12

Configure the keyboard

Keymap to use:
americanenalish
Albanian
Arabic
Asturian
Bangladesh
Belarusian
Select your keyboard layout and press the continue button. Bengali
Belgian
Berber (Latin)
Bosnian
Brazilian
British English
Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese
Canadian French

canadian Multilinaual [~

Screenshot | Go Back | :ont‘nue
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© debian
Load from media
- Loading additional components
Retrieving dmidecode-udeb
When the installer starts it will load the basic system.
L3
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Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network, you
can make something up here.

Hostname:

lcTw.(o(al ]

Set your hostname or domain name and press the continue button.

Screenshot Go Back Continue |
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Set up users and passwords

You need to set a password for ‘root’, the system user with
root access can have disastrous resuhs. so you should take care to choose a root password that is not easy to
guess. It should not be a word found in dictionaries, or a word that could be easily associated with you.

A good will
regular intervals.

a of letters, numbers and punctuation and should be changed at

The root user should not have an empty password. If you leave this empty, the root account will be disabled
and the system's initial user account will be given the power to become root using the “sudo” comman:

Note that you will not be able to see the password as you type it.
Set your root password and press the continue button. Root password:
(i

| Show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

| Show Password in Clear

Screenshot | Go Back Continue
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Set up users and passwords

A user account will be created for you to use of the root for

ative

Please enter the real name of this user. This information will be used for instance as default origin for emails
sent by this user as well as any program which displays or uses the user's real name. Your full name is a
reasonable choice.

Full name for the new user:

[moml

Setup a user account and press the continue button.

Screenshot |

Go Back ‘ Con‘lnue
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Set up users and passwords

Select a for the new Your first name is a reasonable choice. The username should start
with a lower-case letter, which can be

by any combi of s and more lower-case letters.
Username for your account:
Select a user account and press the continue button.
Screenshot Go Back | | contiaTeﬁ,
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Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

Choose a password for the new user:
[o

"] Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
. Re-enter password t J
Set the user account password and press the continue button. S A

Show Password in Clear

Screenshot Go Back Contigue |
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Configure the clock

If the desired time zone is not listed, then please go back to the step “Choose language” and select a country
that uses the desired time zone (the country where you live or are located).

Select the state or province to set your time zone:
New South Wales
Victoria
Northern Territory
. Queensland
Select your state and press the continue button. R
Tasmania
Western Australia
Eyre Highway
Yancowinna County
Lord Howe Island

B
Screenshot Go Back | Continue
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Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you prefer,

you can do it manually. With guided partitioning you will still have a chance later to review and customise the
results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk
Guided - use entire disk and set up LVM
Now we partition the drive make your selection and then press the Guided - use entire disk and set up encrypted LVM

continue button. Pz

Screenshot
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Partition disks

Note that all data on the disk you select will be erased, but not before you have confirmed that you really
want to make the changes.
Select disk to partition:

SCS133 (0,0,0) (sda) - 32.2 GB VMware, VMware Virtual S

Select your drive you want to partition.

Screenshot Go Back ‘ c-‘mlnue
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Partition disks
Selected for partitioning:
S$CS133 (0,0,0) (sda) - VMware, VMware Virtual S: 32.2 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first one.
Partitioning scheme:

All files in one partition (recommended for new users)
Separate /home partition

) . X Separate /home, /var, and /tmp partitions
Select how you want the directory setup then click the continue button.

Screenshot

Go Back l Continue
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Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings (file
system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes
Configure iSCSI volumes
This is the review screen where it shows you how it will setup the

partition click the continue button. = SCS133 (0,0,0) (sda) - 32.2 GB VMware, VMware Virtual S
> #1 primary 31.2GB f exta
> #5 logical 1.0 GB f

/
swap swap
Undo changes to partitions

F h partitioning and write changes to disk

Screenshot | Help

GoBack || Continue
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Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the

devices are
SCSI133 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI33 (0,0,0) (sda) as ext4

partition #5 of SCSI33 (0,0,0) (sda) as swap
This is the action screen to start the portioning of the drive if you leave it Write the changes to disks?
as default nothing will happen you must select yes the click the continue BhNo
button. ree
Screenshot Continue \

© debian 12

Install the base system

Unpacking linux-image-6.1.0-25-amd64 (amd64)

X
Installing the base system.

et Do 221 640 ¢
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Scanning your installation media finds the label:

Debian GNU/Linux 12.7.0 Bookworm_ - Official amd64 NETINST with firmware 20240831-10:38

You now have the option of scanning additional media for use by the package manager (apt). Normally these
should be from the same set as the one you booted from. If you do not have any additional media, this step
can just be skipped.

If you wish to scan more media, please insert another one now.
o . Scan extra installation media?
This is where you setup the packet manager, if you do not have another =i
cd or dvd leave no selected and click the continue button. Yes
Screenshot

Go Back I Continue
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Select what country you want to get the apt repository from then click
the continue button.

Select the address of which repository you want to use in the country
you selected, then click the continue button.

Set a proxy server if you use one if you don’t use one leave blank, then
click the continue button.

o § V23234 Tash 4 Debian 1
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[ the

The goal is to find a mirror of the Debian archive that is close to you on the network -- be aware that nearby
countries, or even your own, may not be the best choice.

Debian archive mirror country:

enter information manually
Argentina
Armenia

Austria
Belarus
Belgium
Brazil
Bulgaria
Cambodia
Canada
Chile
China
Costa Rica

Croatia

S:reens’{m
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L« the

ol

Go Back Continue

It beieg  OweOne et

Please select a Debian archive mirror. You should use a mirror in your country or region if you do not know
which mirror has the best Internet connection to you.

Usually, deb.debian.org is a good choice.
Debian archive mirror:

deb.debian.org

ftp.au.debian.org

mirror.linux.org.au
debian.mirror.digitalpacific.com.au
debian.mirror.serversaustralia.com.au
mirror.overthewire.com.au
mirror.aarnet.edu.au
mirror.amaze.com.au
mirror.realcompute.io

mirror.gsl.icu

mirrors.xtom.au

debian-archive.trafficmanager.net

Screenshot
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If you need to use a HTTP proxy to access the outside world, enter the proxy information here. Otherwise,

leave this blank.

The proxy information should be given in the
HTTP proxy information (blank for none):

Screenshot

form of “http
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Configuring popularity-contest

The system may anonymously supply the distribution developers with statistics about the most used
packages on this system. This such as which packages should go on the first
distribution CD.

If you choose to participate, the automatic submlsslon script will run once every week, sending statistics to
the distribution can be viewed on https://popcon.debian.org/.

This choice can be later modified by running “dpkg-reconfigure popularity-contest”.
Participate in the package usage survey?

Information sending personal choice of yes or no make a selection and  No
the click the continue button. O Yes

Screenshot Continue

e B
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Software selection

At the moment, only the core of the system is installed. To tune the sys(un to your needs, you can choose to
install one or more of the of

Choose software to install:

9p

% Debian desktop environment
¥ ... GNOME

O ... xfce

] ... GNOME Flashback
Additional software and desktop gui selection, most linux server require [] ... KDE Plasma

the ssh server so select it and the click the continue button. :':;‘:’"""
[ ... LXDE
[ ... LXQE
| web server
[ SSH server

v standard system utilities

Screenshot Continue
Remchi s | s 120 - 0.8 et Iy | Cwgro e
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Install the GRUB boot loader

It seems that this new ion is the only system on this computer. If so, it should be safe to
install the GRUB boot loader to your primary drlve (uEn partition/boot record).

Warning: If your computer has another operating system that the installer failed to detect, this will make that
operating system temporarily unbootable, though GRUB can be manually configured later to boot
Install the GRUB boot loader to your primary drive?

No
® Yes
This step it will ask if you want to install the grub boot loader select yes,
the click the continue button.
[
Screenshot Go Back L Continue
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Select the drive you want the grub boot loader to point to when where
it loads the operating system from, on this on we want it to point to the

/dev/sda. Dev = device and sda is the drive. then click the continue
button.

The grub bootloader is installing.

The installation is now completed when you click the continue button
the server will reboot into the operating system/

rome | WS4 Taak 4 Deban 1

© debian 12

You need to make the newly

system by

the GRUB boot loader on a bootable
device. The usual way to do this is to install GRUB to your primary drive (UEFI partition/boot record). You may
instead install GRUB to a different drive (or partition), or to removal

ble media.
Device for boot loader installation:

Enter device manually

X

‘Screenshot Go Back Continue
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Install the GRUB boot loader

Installing GRUB boot loader
Running “update-grub”...

e oo e o 2
b e e e ———
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Finish the installation

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media, so that you boot into the new system rather than restarting the installation
Please choose <Continue> to reboot.

GoBack | [ Continue |

ety | Cwgrow e



You are now ready to click on the username and enter the password to
start using the system, please remember to click the I Finished Installing
at the bottom right.

Debian Network testing:

You are now ready to click on the username and enter the password to
start using the system, please login.

Enter your password and press enter.

© debian 12

© debian 12

12:02 PM

Monday, 7 October 2024

thomaslakos
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Click on the menu icon on the bottom left.

e 5 W2214 Task 4-Dcbine L | (5 W2 Tk 4o

Then click on the system tab.

e L

Then click on the Konsole terminal tab.
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Fle Edt View Bookmarks Plugins Settings Melp

[ Newsb_ (1) spit view @ rase Q Find

This will load the terminal box, the terminal box is like the command
prompt box on windows.

Any time you log into the server you should always check for updates,
We do this by typing in the following command.
Sudo apt update L]

Fle EdR View Bookmarks Plugins Settings Help

[ NewTab [T spiie View B raste Q Find

Here is the breakdown:

1.  Sudo- stands for "superuser do" and is a command in Linux
and Unix-like operating systems that allows a permitted user
to execute a command as the superuser (root) or another
user, as specified in the system's security policy.

2. Apt- Advanced Package Tool is a package management
system used by Debian-based Linux distributions.

Update-Is the command being used this command will:

(] Connect to the repositories configured on your system.

(] Download the latest information about available packages
and updates.

(] Refresh the local package index so your system knows which
packages have updates available.

§ W23234 Task 4-Debine 1

sudo apt — Konsole

File EGt View Bookmarks Plugins Settings Help

2 Newrab (1] sph view v ® Paste Q Find

You will be asked for your password, type in your password and press
enter.
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] sudo apt — Konsole

Fle Edt View Bookmarks Plugns Settings Help

[ Newtab_ (1) spiview

Once you have entered your password and click the enter key the
command will be executed.

sudo apt — Konsole

File Edit View Bookmarks Plugins Settings Help

[ newTab 1] spiit view

When the command has finished your prompt will show, so during some
commands you will be asked if you want to proceed yes or no enter the
y to proceed and click enter.

- : bash — Konsole

Flle Edt View Bookmarks Plugins Settings Help

[ NewTab 1) split view @ rase Q Find

Now you should check for upgrades,
We do this by typing in the following command.
Sudo apt upgrade
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sudo apt — Konsole

Bookmarks  Plugins 5 Help

Split View

When the command has finished your prompt will show, so during some
commands you will be asked if you want to proceed yes or no enter the
y to proceed and click enter.

= ~:bash — Konsole v oA X

File Edit View Bookmarks Plugins Settings Help

[ NewTab  []] splitView v B paste Q Find

To check if you system has a IP assigned you go into terminal and type in
ip a and press enter.

[} ~ : bash — Konsole v A X

File Edit View Bookmarks Plugins Settings Help

[ NewTab  [I] splitview v [® paste Q Find

n wtlinTn
: lo 00PBACK, UP, LOWER _UI mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00 00:00:00:00 brd 00:00:00: 0! 0:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host noprefixroute
1id_1ft forever pref d_1ft forever
: ens33: <BROADCAST,MULTICAS mtu 1500 qdisc fq_codel state DOWN group default glen 1000
As you see the ens33 is your network card and it is currently down, Link/ether 00:0c:29:cd:29:93 brd ff:ff:ff:ff:ff:ff
altnam np2
Normally the state would be up. i G
This is the network car ID.

This is the state of the network.




To bring the network up you will need to enter the following command.

] ~ i bash — Konsole v oA X
SUdO P lmk set ens33 up File Edit View Bookmarks Plugins Settings Help

. .. New Tab Split Vi P. Find
e sudo: Runs the command with superuser (root) privileges. IEhnsmmsy [ szien -« [ Paste  Q Fin
h $ sudo ip link set ens33 upf]

. ip: The ip command is part of the iproute2 package, and it's
used to manage networking, routing, and devices in Linux.

. link: Specifies that you are going to work with network
interfaces (or links).

. set: This keyword is used to modify or configure the state or
properties of the specified network interface.

. ens33: This is the name of the network interface you want to
configure.

. up: This tells the system to bring the specified interface

. ~: bash — Konsole v A X

File Edit View Bookmarks Plugins Settings Help

[ NewTab [} Split view v [®) Paste Q_ Find

thomaslak w:~$ sudo ip link set ens33 up
thomas lak C $ ipa
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_lft forever preferred_lft forever
ens3. ROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq codel state UP group default qlen 1000
L. link/ether 80:0c d:29:93 brd ff:ff ff:ff:ff
Now we have enabled the network car we type in ip a to get the system altname enp2si

inet 10.10.10.147/24 brd 10.10.10.255 scope global dynamic noprefixroute ens33
IP. As you can see the system now has an IP. valid_Uft 1729sec preferred_Lft 1729sec
inet6 feso::20c:29ff:fecd:2993/64 scope link noprefixroute
valid_lft forever red_1ft forever

tw:~$ I

] ~ i bash — Konsole v oA X
File Edit View Bookmarks Plugins Settings Help
D NewTabV HD Split View v E paste Q Find

twi~$ sudo ip link set ens33 downf]

If you need to bring the network interface, down use the command
sudo ip link set ens33 down
This will set the network card to a state of down.




- ~ : bash — Konsole v A X

File Edit View Bookmarks Plugins Settings Help

[ NewTab  [I] Split View v B Paste Q_ Find

i:~$ ping 10.10.10.148]

To test the network connectivity, we use the ping command, to do this in
we need to either get an IP address from another device on our
network.

For this | will use 10.10.10.148 which in a windows 10 system on the
network.

In the terminal box we type in: ping 10.10.10.148 and press enter.

. ~:bash — Konsole v A X

File Edit View Bookmarks Plugins Settings Help

[ NewTab I} split view v [® paste Q_ Find
homaslakos@ctw:~$ ping 10.10.10.148
PING 10.10.10.148 (10.10.10.148) 56(84) bytes of dat
64 bytes from 10. .148: icmp_segq=1
64 e 10.10.10.148:
10.10.10.148:
10.10.10.148:
. . . from 10.10.10.148: icmp_seq=5
Once you have pressed enter if your system can ping that IP you will see e, ) AL A o
a reply from the widows system. If you do not get a reply, you have 4 bytes from 10. -148: icmp_seq=7
) . 64 bytes from 10.10.10.148: icmp_seq=8 tt1=128
network issues, contact technical support. bytes from 10.10.10.148: icmp_seq=9 ttl=128

Stopped ping 10.10.10.148
Unlike windows the only sends four requests linux will keep sending homaslakosectw:

requests until you stop it to stop this press down your CTRL + Z keys.

] ~:bash — Konsole v A X

File Edit View Bookmarks Plugins Settings Help

[5 NewTab  [I] splitview ~ B Paste Q_ Find

Next we will check what processes are currently running on the Debian
system. There are two ways to do this the first way is to use this
command: ps aux

press the enter key.




When you have run this command, you will see a list of the running
process.

The second way is to install a package called htop.
To do this enter the following command:
sudo apt install htop

This should be the screen you see after the installation of htop.

] ~: bash — Konsole v A X

File Edit View Bookmarks Plugins Settings Help

[ NewTab [J] Split View v [® paste Q Find

:~$ ps aux

%CPU %MEM STAT START  TIME COMMAND

6.1 . ? Ss :02 /sbin/init
[kthreadd]
[rcu_gp]
[rcu_par_gp]
[slub_flushwq]
[netns]
[kworker/0:0-cgroup_destroy]
[kworker/@:8H-events_highpril
[mm_percpu_wq]
[rcu_tasks_kthread]
[rcu_tasks_rude_kthread]
[rcu_tasks_trace_kthread]
[ksoftirqd/e]
[rcu_preempt]
[migration/0]
[cpuhp/@]
[cpuhp/1]
[migration/1]
[ksoftirqd/1]
[kworker/1:0-events_freezable_power_]
[kworker/1:0H-events_highpri]
[cpuhp/2]
[migration/2]
[ksoftirgd/2]
[kworker/2:0-rcu_par_gp]
[kworker/2:0H-events_highpri]

- ~ : bash — Konsole v A X

File Edit View Bookmarks Plugins Settings Help

D New Tab DD Split View v E paste Q Find

sudo apt install htop]

[>] ~ : bash — Konsole v A X

File Edit View Bookmarks Plugins Settings Help

[ NewTab [ split View v [®] Paste Q_ Find

thomaslakos@ctw:~$ sudo apt install htop

[sudo] password for thomaslakos:

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

htop is already the newest version (3.2.2-2).

0 upgraded, @ newly installed, @ to remove and @ not upgraded

thomaslak W
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File Edit View Bookmarks Plugins Settings Help

D New Tab DD Split View v E paste Q Find

To run htop simply type in the following command: htop and then press
the enter key.

a ~: htop — Konsole v A X

File Edit View Bookmarks Plugins Settings Help

[ NewTab  [J] split view v B Paste Q Find

This is a live view of the processors currently running on your system.
Take note of the function command keys down the bottom. ttonaslako 19 6.1 8:00:54 hitop
To close htop simply press the F10 key. thomaslako 2

thomaslako .
thomaslako 3 : :47. /usr/bin/plasmashell --no-respawn
/usr/bin/vmtoolsd

thomaslako

thomaslako
/sbin/init
/lib/systemd/systemd-journald
vmware-vmblock-fuse /run/vmblock-fuse -0 rw

/lib/systend/systemd-udevd
/lib/systemd/systemd-timesyncd
/usr/bin/VGAuthService

F10,

] ~:bash — Konsole v oA X

File Edit View Bookmarks Plugins Settings Help

D New Tab HD Split View v E paste Q Find

As you can see after pressing the F10 key the htop has closed down now
you can close down the terminal box.




Keepass Installation and configuration:

You need to memorize a lot of passwords these days. Numerous websites, e-mail accounts, web servers, network
logins, and other accounts require passwords. There is an infinite list. Additionally, you should use a unique password
for every account you have because if you use the same password everywhere and someone manages to figure out
what it is, you may be in trouble because the thief would be able to access all of your accounts.

A free, open-source password organizer called KeePass aids in the safe management of your passwords. All of your
passwords can be kept in one master key-locked database. Thus, to unlock the entire database, you only need to
remember one master key. The finest and most secure encryption techniques available today are used to encrypt
database files (AES-256, ChaCha20, and Twofish). See the features page for further details.

Open your web browser.

BMouofising O keypass

Do a search for keepass.

(Or go to https://Keepass.info)

KeePass Password Safe

s, 1he froe. pan scurce, ghE-weight and e36y-to-use Fasswerd ManIgar

Click on the Downloads button.



https://keepass.info/

Portale (257):

. Download Now

Click the download button for the portable or installer.
(We will use the installer)

[ PR, . ]

P —
- X [ Dotasts - Cocius x

R — o ¢ @

KeePéss

rweight and easy-t0-use password manager

 to you by " IX AUSTRALIA

This will send you to a secondary site were you will automatically
download the software..

Open the file explorer and click on the downloads folder on the left side.
(Double left click the keepaas.exe)

D Type heve to search



Click yes on the UAC box to allow the install. i, AR

Open Scurce Developer. Domink R
Fileongn Hard crve 01 s computer

(S —

Select your language and click ok to start the installation.

Read the License agreement and select | accept, then click next.
(If you do not accept it will not proceed any further)




Leave default or select a directory where to install the program.

Select program extras by putting a tick or unticking next to the extras.

-

Tick both boxes and click next.




Review the settings and then click the install button to start the program
installation.

D Type bare 1o seacch

e W ey

Installation box.

£l £ e nere to search

1 W ey

i - Kam P a2
Completing the KeePass
Password Safe Setup Wizard

et s s e s 55 o s
S RIS

After installation this box will come up either select both boxes or just
the launch keepass and click finish.

Bl type nere to sewen




.

Enable or disable automatic updates.
(This is a personal choice we recommend enable) O LT T,

B Type bere o sewech

@ KeePass - [m} X

File Group Entry Find View Tools Help

_D k—- Ctr+N . - 1@ | -

User Name Password URL Notes
Open Recent »
& Close Crl+W
H Save Ctrl+S
Save As b

Database Settings...
|  Change Master Key...
Build the password database, click on file then new. Print b
Import...
& Export.

Synchronize »

|@| LockWorkspace Cir+L

@ Exit Ctr+Q
0 of 0 selected Ready.
@ Keevass (m)
File Group Entry Find View Tools Help
BoH < aH0- ¢ @ =
] Title _llcerName  Daccwnrd  URL Notes
KeePass X

0 New Database

Your data will be stored in a KeePass database file, which
is a regular file, After clicking [OK], you will be prompted
to specify the location where KeePass should save this
file.

It is important that you remember where the database

Click ok on the warning box. file is stored.

You should regularly create a backup of the database file
(onto an independent data storage device).

G

0 of 0 selected Ready.



Give the database a file name and click save

We advise people to use a passphase Generator for the next step.
(Copy and store your passphrase in a safe location)

(@ Create New Database
4[5 » ThisPC » Documents v &

Organize New folder

Name Date modified Type
# Quick access

[ Desktop
& Downloads

[E Documents

No items match your search,

% % %

=] Pictures
@& OneDrive
[ This PC

¥ Network

Search Documents

R}

Size

File name: | PasSword-Mine123  mmm

Save as type: | KeePass KDBX Files (*kdbx)

A Hide Folders

==

< C 6

https://cyberwatch-australia.com.au/?page_id=1364

Search...

The more secure alternative to passwords are called passphrases. Pe
makes them more difficult to guess but simpler to recall. Usi

Passphrase Generator

Number of Words:

Number of Numbers:

Number of Special Characters:

3

&7~0adult3Law%Excitement

Generate Pas

2 Copy Passphrase




Enter a password and the password meter will show the password
strength if it is not 100% you can’t click ok. Click ok when done.

Add a database name and user and then click ok.

@ Create Master Key *

Q{ Create Master Key

C\Usarslictadmin\Documents\Pa$$word-Mine 123 kdbx

Specify a new master key, which will be used to encrypt the database.

A master key consists of one or more of the following components. Al components that you specify wil
bbe required to open the database. f you lose one component, you will not be able to open the database

anymere.

] Master password: |uuuuuunnnnuu | E’
Repeat password: |nnu-uuuunnuuq |
Esimdedqualy: (R 115 bits - 2ch,

[ Show expert options:

Help | OK | Cancel

@ Configure New Database X

"~ Database Setlings

ocuments\Pa$Sword-Mine 123 kdbx

,. C\Users\ictad

General Securty Compresson Recycle Bn Advanced

Database name: IVU23214

Database description:

Enter a short description of the database or leave it empty.

Default user name for new entries: | Student

[7] Custom database color-

Help [k ][ cance



Print or skip the emergency print out sheet for your information.

Add login information for a website by going to the left panel and
selecting internet.

Then click on add entry

@ r-

File Group Entry Find View Tools Help

@& Homebanking

f—————1
Ld @ H I KeePass X
Notes
@ Emergency Sheet
A KeePass emergency sheet contains all important information that
is required to open your database. It should be printed, filled out
and stored in a secure location, where only you and possibly a few
other people that you trust have access to.
It is recommended that you create an emergency sheet for your
database.
Do you want to print an emergency sheet now?
—> Print
KeePass will print an emergency sheet, which you can then
fill out.
- Skip
Il
0 of 0 selected | Ready.
O PaSSword-Mine123.kdbx* - KeePass =
File Group Entry Find View Tools Help
HoH L-1&n®-€& & @ ]|Sserch. =
&7 PasSword-Mine123 Title User Name Password URL Notes
g :7":”' P Sample En... User Name s https://keep... Notes
indows .
. Sample En... Michael321 et https://keep...
2 Network Peee B
() InterDet
@ eMail
@4 Homebanking
0 of 2 selected | Ready.
@ Password-Minel23.kdbx* - KeePass -
File Group Entryge Find View Tocls Help
HEE L I8 a € (@) Ssearch. -
& Pa$Sword: r Name Password URL Notes
g ;T::r:: (No templates found)
) Network
9 Internet
=) eMail

0 of 0 selected | Readly.



Fill in all the fields with red arrows.
(You can add an expiry date if you wish)

Select the Auto-Type tab and enable it and then click ok.

(@ Add Entry

’ Add Ent
Q@ "y

te a new entry

General Advanced Properties Auto-Type History

Title: » |Studm'l

)

Lharnma’lﬂudmt

Q< Add Entry

Create a new entry

General Advanced Propeties MkTwe History

Enable autotype for this entry

(® Inhestt default autotype sequence from group
(O Ovenide default sequence:
{USERNAMENTABHPASSWORDMENTER)

Use custom sequences for specific windows

Target Window Sequence

[[] Twochannel auto4ype obfuscation  What is this?

#5 Tools

Pa!ﬂ“'ﬂ'd:‘l.".'.".""..I‘ll‘l.l...l‘.l" |“'|
Repeat: »lli.l.l.lﬂl.i.l.t.l.l..l.i | d'l|
Qualty: E 115 bits 24ch.
URL: Q[hﬂpsv’fwwwta@tde.tas.edu au |
Motes: Iy login for tastafe
=
[ Expires: [ 9/28/2024 12:00:00 AM =]
| 95 Tools Cancel
@ Add Entry X




Firewall App Blocker:

The default Rules of Windows Firewall are not altered by Firewall App Blocker. It is possible for third-party security
software or firewalls, such as Avast, to disable your Windows firewall. You can manually disable the rules for Ms Edge
and related Microsoft products in the advanced Windows firewall settings if you do not want them to access the
Internet in White List mode. Only when your Windows Firewall is turned on can Firewall App Blocker function as
intended.

Open your web browser.

£ 0 0w x4+ - o0 x

G o e-{NEE Dt e R -0

In the address bar type in google.com.
(Ot click this link goolgle.com.au)

R —— e
Cheers as iconic Australian OWASP Top-10 Coverage
singer joins Katy Perry on

stage

c N———— ¢ Dt e g - 0

Google

Do a search for Firewall App Blocker. e )
P

ol Gt e

Pt

P e

frewsll 4pp biocker bagas3t

Austaha

Awnsing  Busess  How Sexch wors ey Tems Setngs


http://www.google.com.au/

[ ——
L0 Freat g Bocker - Googe 3= % | - & x

X & o oo com.au « € @ R -

Google  Frewaiaen Bookr x & @ a e«

——
» Firsuall Ang Blockey (Fak) 18
—

&

Dawnload Firewsll App Blocker (Fab)

Do a search for Firewall App Blocker click the top link. et
(Or go to https://www.sordum.org/8125/firewall-app-blocker-fab-v1-9/)

People also ask 1
Wt frevat aps bocier? <
How o | i frveat locking apps? s
Whatis e whitsist inPrswal app blocker? .
Shouldyou slow s through frewal? S

[ = Rt

20

SORGUM S S s

Firewall App Blocker (Fab) v1.9
oGO ] flof=]7]t I

= i

. AN \
This is the homepage. @ \
L4

Start
for Start
dounioad ) Avast Fi
free A:'SW”LG:
Scroll down the page until you see the download now button in grey and [ o ] i
click on it.
e

Download
. Download

Related Posts
; ¢ oo o [ ——
o8 22
[r— g o ounGERvie
’ 1 |
=4

Start Download m
A 500 Do omant-agg-bacies =

B o ER Y gy


https://www.sordum.org/8125/firewall-app-blocker-fab-v1-9/

LR

20 1 ot o it trens x| T
peeaslisiom - . i — L e
Keep your
‘safe with \\\ = 2
Download s Sync Browsing Across Devices L
Avast Free
Antivirus ‘ ‘

workdfor you. AntiVirus
Software Download Page 2024

You will be redirected to another page and the download will start
automatically.

Open the file explorer and click on the downloads folder on the left side.

D Type here to search

¥IEA0=1 Extract Downloads = u] x
Home  Share  Wiew  Compressed Folder Tools -9
« « 4 & 5 ThisPC 5 Downloads > || | search Downloads r3
Name Date modified Trpe Size
o Quick access
B Desktop - v Today (1)
& Downloads » iy 24 10:07 AM Compressed (zipp... 1,252 KB'
[ Documents  # Open in new window
& Pictures » © Share with Skype
@ OneDrive Extr Al
= Pinto Start
B ThisPC EB Scan with Microsoft Defende...
. . . x
Right click the file and go to extract all. ¥ Network 2 Eim
Open with.
Give access to >
S
Send to >
Cut
Copy
Create shortcut.
Delete
Rename
Properties
IR0 Extract - x
Wome s view  CompresseaalserToois )
« ~ 4 & > ThisPC > Downloads v 0| | Search Downloads rl
Name x
o Quick access
y § Extract Compressed (Zipped) Folders
B Desktop «  Today (1)
¥ fab
De loads - - . .
SoCt Select a Destination and Extract Files
[ Documents  #
& Pictures - Files will be extracted to this folder
& Onelh ‘C:\u;ers\\dadmm\l‘)uwrwlmds\lzb Browse...
In this dialog box you can select show extracted files when completed, = mispe (£ Show extracte files when complete
H Network
then click the extract button. o Newod

(I normally untick it)

ctract Cancel
[gmct |

Titem 1 item selected 122 MB




When extracted open the unzipped file.

Inside you will see a fab folder, right click it and copy this folder.

Click on this PC in the left menu.

Double left click on the C drive to open it.

= | Downloads

Home  Share  View
€« ~ 4 &> ThisPC > Downloads v | Search Dov
Name Date modified Tpe Size
# Quick access
0 Deskiop . v Today @)
1o v e 0202041007 AM  Compressed (ipp.
- /29/2024 1007 A lefolder
B Documents  # [N 929204 100TAM _ Filefolde
& Pictures *
@ OneDrive
[ This PC
¥ Network
Zitems  Titem selected
< | fab -
Home  Share  View
€ ~ 4 [ » ThisPC » Downloads » fab » v|o) [ searchfab
Name - Date modified Tpe Size
# Quick access
f. 10:07 AM File folder
B Desitop » Open
& Downleacs  # Open in new window
” Pin to Quick access.
* EH Scan with Microsoft Defender...
@ Onedrive Give accessto >
Restore previous versions
= mispc Include in lbrary >
¥ Network Pin to Start
Sendto >
Cut
copy
Create shortcut
Delete
Rename
Properties
Titem  1iem selected
=] < | ThisPC
Computer  View
« v 4 E ThispC v/ ® | Sesrch This PC
v Quickaccess v Folders (7)
B Desitop. - 3D Objects Desktop.
& Downloads ~ # J
B Documents  # Downloads Music Pictures
& Pictures * ¥ ~~
> s OneDrive E Videos
> Epysre
> b Network: + Devices and drives (2)
Local Disk (C:) DVD AW Drive (D)
S 31

gitems  1item selected

LN Mansge | ThisPC
I o view  DreToos
€« ~ 4 H, misPC »
v Fold:
v s Quickaccess olders (7)
B Desitop » 30 Objects
& Downloads  # > |
@ Documents £ Downloads
= pictures . ¥
@ Onedive e
> 8 This PC n
o Network * Devices and drives (2)

Lecal Dis}
Wy 31,0 GB free of 59.2 GB

items 1 item selected

Desktop

J’ Music

DVD RW Drive (D)

v O | Search ThisPC

Pictures




Paste the folder into this drive.

Rename the folder.
(you don’t have to rename it if you don’t want to)

| use App-firewall.
(This is a personal choice what you name it)

Open the folder and select either 32Bit or 64Bit application.
(I used the 64Bit application)

=l Manage  Local Disk (C:)

Il rore st View  DrieTools

« © 4 s ThisPC > Local Disk(C) »
Name -
o Quick access
PerfLogs
Desitos »
W peiee Program Files
¥ Downloads 2+ Program Files (x26)
Documents % Users
* Windows

@& Onebrive

3 This pC

B Nework View
Sort by
Group by
Refr
Paste
e shortet
Give accessto
New
Properties

Sitems

= | Local Disk (C:)

I o e e

<« v b &> ThisPC > Local Disk (C) »
Name
# Quick aecess
Perflogs
Desktof
= " Program Files
& Downloads

Program Files (x86)
Documents

LR

Date modified

12/7/2019 &:14 PM
9/20/2024 929

v

Date modified

12/7/2019 814 PM
9/20/20249:29 AM

Users
= Pictures Windows
fab x 4 10:08 AM

@ OneDrive 1
Open

8 This pC Openin new window

N Pin to Quick access

Network

. & 0 Scan with Microsoft Defender...
Give access to >
Restore previous versions
Include in library >
Pin to Start
Sendto >
Cut
Copy
Paste
Create shortcut
Delete
Rangre

Gitems 1item selected e

= | Local Disk (C)

I e shee view

-« ~ 4 % » ThisPC > Local Disk (C:) >
Nome -
o Quick access
B Deskop Pelogs
Program Files
& Downloads

Program Files (<26)

LI

! Documents Vsers
= Pictures Windows
@ OneDrive
3 This PC
¥ Network

Gitems 1 item selected

= | App-Firewall

[l Fore  shae  view
« “ 4 [ TisPC » Local Disk (C) > App-Firewall
Nome -
o Quick access.
Fab
B Desttop » jr!b
2 Fal
& Downloads - 'ﬂ‘"’—[g'
Documents  # | Readme
ictures ”
& OneDrive
3 This PC
¥ Network

4items

Date modified

9/29/2024 10:08 AM

Date modified

9/29/2024 104
9/29/2024 101

Type Size
File folder
File folder
File folder
File folder
File folder

Type size
File folder
File folder
File folder
File folder
File folder
File folder

Type Size
File folder
File folder
File folder
File folder
File folder
File folder

Type Size
Application

Configuration sett
Application 1032K8
Text Document kB

Vo

v O

v O

v o

Search Local Disk (C)

Search Local Disk (C:)

Search Local Disk (C)

Search App-Firewall




Click yes on the UAC box to allow the application.

The application is now open.

Now right click on the Microsoft edge shortcut and select open file
location and click it.

User Account Control b4

Do you want to allow this app from an
unknown publisher to make changes to your
device?

Fab_x64.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes No
o Firewall App Blockerv1.8 - m} X
File Edit Firewall Options Help
B & ) ) o) (@) | \als) &) =7
$OLHI IO YO VYD & 5
Name Enabled Action Location

Iﬂ Outbound Rules B Inbound Rules

Enable WhiteList[]

.

ame [T — Locanen




Select the location in the address bar and copy it, then close the box.

Make sure the outbound rules are selected in the firewall app click the

add button.

Paste the address in the address bar and select the msedge.exe and

then click open.

The application is now added to the outbound rules, now select the

inbound rules.

RE=~

Manage Application - a X
Nome s View | soolcaentools €
ENIC: P ocram Files (x6)\Microsoft\Edge\Applicati “]® | search Appiicatio )
o Undo
Name Size
# Quick access Cut
B Deskto; # 129.0.2792.65
e SetupMetrics e
¥ Downloads  # [3 ygeqstedwebFeaturesccd S 18K8
) Documents @8 medge 3707KE
& Pictures # € msedgeVisualElementsManifest Seedt H X8
& OneDrive [¥] msedge_proxy Right to left Reading order 1,066 KB
[¥] pwahelper Show Unicode control characters 1.027KB
& mispC Insert Unicode control character >
b Network Open IME
Reconversion
Titems  1item selected 361 MB [EH=
4 Firewall App Blocker v1.9 - m} X
(File,). Edlit,\ Firewall Options Help
P9 80 Yo é
Name Enabled Action Location
| % Outbound Rules B3 Inbound Rules Enable WhiteList []
) Select Applications X
A || « ProgramFiles (x8) » Microsoft > Edge > Application >  mmm v | &/ [Search Apph )
Organize v New folder v ™ @
Name Date modified Type Size
# Quick access
129.0.2792.65 File folder
[ Desktop +
SetupMetrics File folder
L4 =
N Dnloads ¢ e 4 Application 3,707K8
Documents  # [ msedte_proxy Application 1,066 KB
[&=] Pictures # [ pwahelper Application 1,027 K8
@ OneDrive
3 This PC
¥ Network
File name: | msedge v] Applications (*.exe) b
=
Blockerv1.9 = a X

Add Application

P
A4

Name

Options  Help

VAT A A A

Enabled

Microsoft Edge

Action Location

4

| %8 outbound Rules B8 Imbound Rulesl

Enable WhiteList[]




In the inbound rules click on add

Select the msedge.exe and then click open.

The application is now added to the inbound rules.

Now open Microsoft edge.

Firewall App Blocker v1.9 - ] X
Edit Firewall Options Help

FOPIEL oYY &

Name Enabled Action Location
K3 outbound Rules || Inbound Rules Enable WhiteList[]
o) Select Applications X
A || « Program Files (x86) » Microsoft » Edge » Application > v & | Search Application »
Organize v New folder S )
Name - Date modified Type Size
# Quick access
129.0.2792.65 File fold
N Desktop ile folder
SetupMetrics File folder
* Pownloads € ms Application 3,707KB
5] Documents [ msedge_proxy Application 1,066 KB
=] Pictures #  [& pwahelper Application 1,027 K8
@ OneDrive
3 This PC
¥ Network
File name: | msedge V] Applications (*.exe) s
=
o Firewall App Blockerv1.9 = u] X

File Edit Firewall Options Help

A4 A AR A4 A =%

Name Enabled Action Location

Microsoft Edge A ’rog dicrosoft\Edge\Appli...

Outbound Rules “ &3 Inbound Rules Enable WhiteList[]

Rl £ type neve 1o sewcn



& Microsoft Start

When the browser opens you will get the default open screen, type in
any url in the address bar and press enter.

@ s e vy
Are Electric Police Cars The
Future?

S

Top 5 Mysterious Ghost Towns in the US with Extriondinry ¥ideos caphiry
2 chimpanzees saying real

Unexplained Stories anias wonds

b
Hmmm... your Internet access is blocked
Freweall o anivirus software may have blocked the connection

T

You should now get this page, test this out by trying to go to other
website all you will get is this.

==

€ Moo sdge

- S - o

& Firewall App Blockerv1.9
File Edit Firewall Options Help

PO0PI YU YO VYD @

Name Enabled Action Location
C:\Program Files (x86)\Microsoft\Ed

Microsoft Edge

You can close the firewall application down or restart the system, it will
still block edge from websites.

K3 Outbound Rules |[ B mbound Rules Enable WhiteList (]



Instructions for User Accounts, Groups, and Directory Permissions on Active Directory:

Groups:
Organization Group Manager Shares Permissions
CTW-Sales Sales Dept Dan Pepper Sales Dept Sales-Full
Accounting Dept Accounting — R-R
CTW-Technical-Support Tech Dept John Thompson Tech Dept Full
CTW-Lab Lab Dept Jule Round Lab Dept Full
CTW-Management Management Dept Mark Smith Management Dept Management-full
accounting Dept Accounting — R-R
CTW-Accounting Accounting Dept Paul Bottom Accounting Dept Accounting — Full
Sales Dept Sales —R-R
CTW-Hr HR Dept Katie Thomas HR dept Full
Users:
Department User Login
Sales Dept Dan Pepper dan.p
Tech Dept John Thompson John.t
Lab Dept Jule Round Julie.r
Management Dept Mark Smith Mark.s
Accounting Dept Paul Bottom Paul.b
HR Dept Katie Thomas Katie.t

Users and Groups on Active Directory:

B D

Best match

Active Directory Users and Computers

Desktop app
Apps
B Active Directory Administrative Center

£ Active Directory Module for Windows PowerShell

Go to the search in the toolbar and type in active then click on
active directory users and computers.

3 Active Directory Domains and Trusts
® Active Directory Sites and Services

Settings (4)

4

O active




This will bring up the active directory user’s and computers dialog box.

Select the domain e.g. CTW.local.
Then right click in the right panel.
Then select New.
Then select Organization Unit and left click it.

Fill in the name of the new Organization Unit.
Keep the protect container selected and click ok.

[ err-r— 3 Contam Toppes Wnes ..
I Active Directory Users and Computers

File Action View Help

e ami0XEes Bm T2 TYaR
T Active Directory Users and Com|| Name Type Description
1 Saved Quenes & Administrator User Built-in account for ad.
v ‘"; '°"‘" B, Allowed RO... Security Group... Members in this group ¢
c:lm:mm B Cert Publish... Security Group... Members of this group

Computer en || B CloneableD... Securty Group... Members of this group .

ForeignSecurityPrincipal
Managed Service Accour| B
Users &

enied RODC Password Replication Group k in this group ¢
Dolin Ad.. Security Group... Designated administrato.
Domain Co... Security Group... All workstations and se.
&, Domain Con... Security Group... ANl domain controllers i
B Domain Gue... Security Group... All domain guests

8, Domain Users  Secunity Group... All domain users

B Enterprise A Security Group... Designated sdministrato.
SR Enturprise K. Sucurity Group.... Members of this group
B Enterprise R Security Group... Members of the

B Group Polic... Security Group... Members in this group ¢
2 Guest User Built-in account for gue.
@R XKey Admins  Securty Group... Members of this group
B Protected Us... Security Group... Members of this group
BB RAS and IAS ... Security Group... Servers in this group can.
R Read-only D... Security Group... Members of this group
BB Schema Ad... “Security Group... Designeted sdministrato.

roup

I Active Directory Users and Computers

File Action View Help

“ | xnm o d= Em SR rYah
3 Active Directory Users and Com | Name Type Description
I Saved Quaies Buittin builtinDomain
vime '8“‘:"' Computers  Container Default container for up.
i 21 Domain Con. Default container for do.
Fores ntainer for
B Cois Coklsobias oreignSecu Defautt containes for sec
Managed Se... Container Default container for ma.

ForeignSecurityPrincipak
Managed Service Accour
Users

Users Container Default container for up.

Delegate Control...
Find.

Change Domain.

Change Domain Controller.
Raise domain functionsl level.

Operations Masters.
New > Computer
Al Tasks > Contact
Refresh Geomp
NN InetOrgPerson
miDS-ShadowPrincipalContainer
A 2 msimaging-PSPs
Amange lcons > MSMQ Queue Aliss
Line up lcons G O
Properties Printer
Help A
Shared Folder

< >

Create a new object..

New Object - Organizational Unit

~—Z|  Createin: CTWlocal/

Name:
ﬂ CTW_Sales

Protect container from accidental deletion

Cance




- T —  Captam Tapper wimes ser..
Active Directory

File Action

ers and Computers - o x

Help

- o . 7] LT R
] Active Directory Users and Com|| Mame Type Deseription
Saved Queries
~ @3 CTWlocal There are na items to show in this view

Buittin
Computers

27 Domain Controllers
ForeignSecurityPrincipal
Managed Service Accour

Users
5 CTW Seles  4u

The new Organization Unit will appear in the left panel.
Add the Organization Unit for each section in the company.

5 Captam Topper Wines e,

y Users and Computers - o8 X

Help

Em tataTadn
ers and Com | Name Type Description
BB SalesDept  Security Group

Computers
41 Domain Controllers

ForeignSecurityPrincipat

Managed Service Accour

When you have added all the Organization Unit you require, we need to e o
add the users. B e e
Select the Organization Unit e.g. CTW_Sales in the left panel. i g 5 Gy
Right click in the right panel. Refesh s

Export List.

Select the New. | DS ShadowprincpaContaine

miimaging-PSPs

View

Then select the User and left click it. angs o

Line up lcons.

Propesties Printer
User [
Shared Folder

Help

< >

Creste s new object.

New Object - User X

;_'j Create in: CTW local/CTW_Sales

First name: Dan Initials :

Last name: . Pepper

This dialog box will pop up.
Fill in the required fields.
With the user logon name try to keep it simple then click next.

Full name: Dan Pepper

User logon name:

Idan.p| | @CTW Jocal v

User logon name {pre-Windows 2000):
|CTW‘- ' |dan_p

[tt¥] | conos



New Object - User X

3) Createin: CTW local/CTW_Sales

Password: |........ l

The next dialog box we set the users password, type in the password in Confirm password:
the password and confirm password they must match.
Leave the User change password selected so when the user logs on he
will have to change the password, then click next.

(for this demonstration we have selected password never expires) L} L%’cannot change password

[cevessed |

[~] User must change password at next logon

[[] Password never expires
[[] Account is disabled

T e

New Object - User X

E) Createin: CTW local/CTW_Sales

When you click Finish, the following object will be created:

Full name: Dan Pepper

. User logon name: dan p@CTW Jocal
This dialog box is a confirmation box so you can review the information,
if the information is all correct click the finish button. The password never expires.

<ok [ o ] [ Cancs

3 Captain Topper Wnes Ser_

ers and Computers

Buittin
Computers
D

£ CTW_Accounting

You will now see the user has been added to the Organization Unit e
successfully.




(it e (3 Wi e + Cagtam Tapper Wines Ser...
] Active Directory Users and Computers
Fie Acion View Help
e A i0XEDE Bt xavYahR
I Active Directory Users and Com|| Mame Type Description
Saved Queries
~ 3 CTWlocsl Copy-..
| Builtin s Add to a group...
| Computers Disable Account
%1 CTW Accounting pratle Aecourt.
@] CTW_HR
&l CTW_Lab Move...
21 CTW_Management Open Home Page
=1 CTW_Sales Send Mail
21 CTW Technical Support
2] Domain Controllers Al Tasks >
. ] ForeignSecurityPrincipal cu
Now we can add Dan to the group he is a member of. 1 Mannged Srvce Accon -
Right click the name. Rename
. . Properties
Select add to group and click it.
Help
L >
Select Groups
Select this object type:
lG’uups or Built4n security principals
From this location:
This will bring up the select group dialog box. ICTWJ"“I

Click on the advanced button. Enterthe object n - ccrmclcal:

Advanced...

Select Groups

Select this object type:

From this location:

CTW local

Common Queries

Name: Starts with

Description: | Stafe with
Disabled accounts

. . Non expiring password
In here there are two ways of doing this. PR

Jays since last logor

Search results:

Name Description In Folder




First way Click on the find now button and scroll down until you find the
group and select it and then click ok.

Second way is to type in the full group name or part of the group name
and click find, it should show in the list below and select the group, if

not already selected then click ok.

You will go back to the select groups dialog and the group will be in the
enter the objects names, click ok after reviewing this.

Select Groups
Select this object type:
[Gm.pa or Builtin security principals | Object Types...
From this location:
[CTWlocal | | Locations...
Common Queries
Name: Starts with ~ | | Columns...
Description: | Starts with
Stop

Disabled accounts

Non expiring password

Days since last logor

Search results: oK |
Name Description In Folder (e
E RDS Endpoin... CTW local/Builtin
&2 RDS Manage... CTW local/Buitin
2 RDS Remote ... CTW local/Buittin
% Read-only Do... Members of this ... CTW local/Users
52 Remote Desk... CTW Jocal/Buitin
% Remote Mana... CTW local/Builtin
52 Replicator CTW Jocal/Buitin
Sales Dept CTW local/CT
%5::herna Admins Designated admi... CTW local/Users
H2 Server Operat... CTW Jocal/Buikin >
Select Groups X
Select this object type:
IGana or Builtin security principals | Object Types...
From this location:
ICTW.Incd | Locations...
Common Queries
Name: Starts with ~ | Columns..
Descipton: SRS
Disabled accounts Stop
MNon expiring password
)ays since last lagor Qﬁ
OK Cancel
Search results: |
Sales Dept CTW Jocal/CT...
Select Groups %
Select this object type:
IG’nupscu'BLi-'l'lsecu‘itypliwi:ds l | Object Types... |
From this location:
ICTWJO“' ] | Locations.. |
Enter the object names to select (examples):
Sales Dept| <4mm | Check Names |
Advanced... | oK | Cancel |




You should see this dialog box which means you have successfully added

the Dan user from sales to the sales group, now click ok.

Shares and Permissions on Active Directory:

Click on the windows start icon then select Server Manager.

This will bring up the server manager dashboard.

Active Directory Domain Services X

0 The Add to Group operation was successfully completed.

1k

w
L
B
B
B
L
L

Server Manager * Dashboard

@ Dashboard

WELCOME TO SERVER MANAGER

WHAT'S NEW

LEARN MORE i
ROLES AND SERVER GROUPS

B Local Server 1 i Al Servers 1

@ Manageabilty ® ~




1shboard find the File and Storage Services, then click in the top section.

B Server Manager

+ Captam Topper Wmes ser.

Server Manager * Dashboard

Dashboard

§ Local Server

@ All Servers
i

AD DS

=

File and Storage Services b

WELCOME TO SERVER MANAGER

LEARN MORE
ROLES AND SERVER GROUPS

AD DS

File and Storage
ervices

@ Manageabiiity
Events
Services

Performance

BPA results

@ Manageability

Eve
Services
Performance

BPA results

T Server Manager

= -
i Volumes Bl G & o
i Disks
i Storage Pools v e IPv4 Addre: Managesbilit Vadous iictivatic
hpge CTW-SERVER 10.10.10:11,10,10,10,144 Onlie - Performance counters not started1/10/2024 857:12 PM _00431-10000-00000-AAS7
iSCsI
Work Folders
You should now be in the File and Storage Services server dashboard.
Now click on the shares link in the left panel.
EVENTS
D> @~ S
CTW-SERVER 1202 Error DFSR DFS Replication 1/10/2024 7:26:28 PM
CTW-SERVER 6016 Waming DFSR  DFS Replication 1/10/20; 40 PM
CTW-SERVER 1202 Error DFSR  DFS Replication 1/10/2024 2:06:39 PM
CTW-SERVER 12 Error DFSR DFS Replication 1/10/2024 202:33 PM
CTW-SERVER Error DFSR. DFS Replication  1/10/2024 20105 PM
CTW-SERVER 6104 Error DFSR  DFS Replication 1/10/2024 20104 PM
- (=] x

In here you can see your current shares.

B Server Mansger

Manage

SHARES
] Servers All shares | 2 tota

] Volumes

Disks

Starage Pool

LD Era——
iscst
Work Folders SYSVOL

4 CTW-Server (2)

YSVOL\sysvol\CTW.L

CAWindows\SYSVOL\sysvol

QuUOTA




To add a new share, click on the task’s dropdown.
Then select New Share.

This dialog box will pop up.
Select the share profile.
For this one we will use the SMB Share — Quick.
After you select click next.

The next dialog box we set the share location.
Select the custom path, then the browse button.

F Server Manager = o x

oy SHARES
- fivmns

[} Servers Al shares | 2 total 1 CTW-Serve s v
i T, ]
i Volumes - 7 @ Rore
[0 Disks Refresh b 794Ge
W Storage Pools neve af Path
23% Used W 183 GB Used Space

= 4 CTW-Server (2) = 611 GB Free Space

isCst

Work Folders

QUOTA

fis New Share Wizard - o X

File share profile: Description:
|SMB Share - Quick
SMB Share - Advanced
SMB Share - Applications
NFS Share - Quick
NFS Share - Advanced

This basic profile represents the fastest way to create an
SMB file share, typically used to share files with
Windows-based computers.

* Suitable for general file sharing
* Advanced options can be configured later by
using the Properties dialog

Next >
s New Share Wizard - o X
Select the server and path for this share
Server:
Server Name Status Cluster Role Owner Node
CTW-Server Online Not Clustered
Share location:
Select by volume:
Volume Free Space Capacity File System
C 61.1GB 794 GB NTFS

The location of the file share will be a new folder in the \Shares directory on the selected

=
| Browse.. |

. 1ypea(ut§m path:
< Previous reate Cancel




This dialog box is to make the shares folders.

Find the directory where you want the shares folder.
Then click on new folder, and a folder will pop up in the right panel.
Name the folder and press enter to open the folder you have now setup
the share folder successfully.

Now we can add a folder inside the shares folder.
Then click on new folder, and a folder will pop up in the right panel.
Name the folder and then click the select folder button.

fis Select Folder

New Folder Delete

4 (& CTW-Server.CTW.local 7| perflogs
(= N} ~| Program Files
7| Program Files (x86)
1 users
| windows
Folder:
Select Folder
e Select Folder - [m] x
New Folder  qumiielete
4 (8 CTW-Server.CTW.local 7| perfiogs
() 7| Program Files
7| Program Files (x86)
7 users
1 windows
\ lshares ]
Folder: C:\New folder
s Select Folder - [m] X
New Folder Delete
4 B CTW-ServerCTW.local [SFRDep{ |

b s (C)

Folder: CA\Shares\New folder

Select Folder




This will bring you back to the select the server path dialog box.
Click the next button.

In this dialog box you can change the shares name and add a
description. If you want to leave it as it is just click next

In this dialog box we can add some security settings.
Enable the access-base.
And allow Caching then click next.

s New Share Wizard

Select the server and path for this

Select Profile Server:
Server Name
Share Name S

- o X
share

Status Cluster Role Owner Node

Online Not Clustered

Share location:
) Select by volume:

| Volume
|

Free Space Capacity File System
61.1GB 794GB NTFS

The location of the file share will be a new folder in the \Shares directory on the selected

volume.

® Type a custom path:

CAShares\HR Dept
T New Share Wizard
Specify share name
Select Profile Share name: |HR Dept
Share Location f
Share description:

Other Settings

Local path to share:
CAShares\HR Dept

Remote path to share:
\\CTW-Server\HR Dept

T New Share Wizard

- o X
Configure share settings
Select Profile mmble access-based enumeration
Saretocton Access-based enumeration displays only the files and folders that a user has permissions to
e access. If a user does not have Read (or for a folder, hides the
Share Name folder from the user’s view.

IR ) o caching ofshare

Permissions

Caching makes the contents of the share available to offline users. If the BranchCache for

Network Files role service is installed, you can enable BranchCache on the share.
Enable BranchCache on the file share

BranchCache enables computers in a branch office to cache files downloaded from this
share, and then allows the files to be securely available to other computers in the branch.

[[] Encrypt data access

When enabled, remote file access to this share will be encrypted. This secures the data against
unauthorized access while the data is transferred to and from the share. If this box is checked
and grayed out, an administrator has turned on encryption for the entire server.




In this dialog box we can set access permissions to the share.
Click on the customize permissions button.

In this dialog box we can add and remove users and groups from the
shared folder.
Since we only want HR to access this folder select the first user’s
account.
Then click the Disable Inheritance button.

You should see the block Inheritance dialog box, click on the convert
Inheritance permissions into explicit permissions.

Now select the users account and click the remove button.

i New Share Wizard - [u] X

Specify permissions to control access

Select Profile Permissions to access the files on a share are set using a combination of folder permissions, share
Share Location permissions, and, optionally, a central access policy.
Share Name Share permissions: Everyone Full Control
S Folder permissions:
Type Principal Access Applies To
Confirmation Allow CREATOR OWNER Full Control Subfolders and files only
Allow BUILTIN\Users Special This folder and subfolders
Allow BUILTIN\Users Read & execu... This folder, subfolders, and files
Allow BUILTIN\Administrators  Full Control This folder, subfolders, and files
Allow NT AUTHORITY\SYSTEM  Full Control This folder, subfolders, and files
Customize permissions -
Advanced Security Settings for HR Dept o X
Name: C:\Shares\HR Dept
Owner: (€cTw Change
Permissions Share Auditing  Effective Access
For double-click a entry. To modify a permission entry, select the entry and click Edit (if available).
Permission entries:
Type  Principal Access Inherited from Applies to
82 Allow  SYSTEM Full control c\ This folder, subfolders and files
ators (CTW\Admini...  Full control C\ This folder, subfolders and files

82 Allow  Admini

B8 Allow  Users (CTW\Users) c\ This folder and subfolders
B Allow  CREATOR OWNER Full control A\ Subfolders and files only

[JReplace all child object permission entries with inheritable permission entries from this object

Block Inheritance X

What would you like to do with the current inherited permissions?

You are about to block inheritance to this object, which means that permissions
inherited from a parent object will no longer be applied to this object.

»—) Conpyert inherited permissions into explicit permissions on
this object.

—> Remove all inherited permissions from this object.

Cancel
Advanced Security Settings for HR Dept =] X
Name: C:\Shares\HR Dept
Owner: (CTWA Change
Permissions Share Auditing Effective Access
For double-click a entry. To modify a permission entry, select the entry and click Edit (if available).
Permission entries:
Type  Principal Access Inherited from Applies to

88 Allow  SYSTEM Full control None This folder, subfolders and files
B8 Allow  Administrators (CTW\Admi Full control None This folder, subfolders and files

Jsers W\User peci lor This folder and subfolder

CREATOR OWNER Full control None Subfolders and files only

N
Add Remove Edit
Enable inheritance

[CJReplace all child object permission entries with inheritable permission entries from this object

' : I Cancel Apply




When the users account have been removed click the add button.

The permission entry dialog box should now be up.
Click on the select principal link.

This will bring up the select group dialog box.
Click on the advanced button.

Name: C:\Shares\HR Dept

Owner: Admini (CTW\A
Permissions Share Auditing

For double-click a

Effective Access

Permission entries:

Change

entry. To modify a permission entry, select the entry and click Edit (if available).

Type Principal Access Inherited from Applies to

88 Allow  SYSTEM Full control None This folder, subfolders and files

B8 Allow  Administrators (CTW\Admini... Full control None This folder, subfolders and files

B8 Allow  CREATOR OWNER Full control None Subfolders and files only
[asqy ] [ Remove | [ et

Enable inheritance
[JReplace all child object permission entries with inheritable permission entries from this object
ok || Cancel Apply |

Permission Entry for HR Dept
Principak: irlrdE princigsl «
Type: Allow ~
Applies to:  This folder, subfolders and files ~

Basic permissions:
Full control
Modify
Read & execute
List folder contents
Read
Wiite

Special permissions.

Show advanced permissions

Only apply these permissions to objects and/or containers within this container Clear all
Add a condition to limit access. The principal will be granted the only if conditi met.
oK | Cancel

Select User, Computer, Service Account, or Group x
Select this object type:
| User, Group, or Buitn security principal | | Object Types... |
From this location:
[CTW ocal || Locations..
Enter the object name to select (examples):

| Check Names ‘




Do a search for the group you want to add and then click ok.

You will go back to the select groups dialog and the group will be in the
enter the objects names, click ok after reviewing this and make sure the
group is in the object box.

In this dialog box we will now edit the permission, click on the show
advanced permissions link.

Select User, Computer, Service Account, or Group x
Select this object type:
|Usu'.Glup,wM-haeuliypr‘r@d I Object Types...
From this location:
[CTWiocal | | Locations..
Common Queries
Name: Satswih ~| [HR l | Columns...
wion R
Disabled accounts Stop
Non expiring password
D & last logo ~ ;55’;1
Search results: . [
Name E-Mail Address Description In Folder
CTW local/CT
Select User, Computer, Service Account, or Group x
Select this object type:
IUuor.G'mp_or&ihmﬂypmcbd HdajedTypu]
From this location:
|CTWJocd ‘ I Locations.. |
Enter the object name to select (examples):
| Check Names |

‘HB dept| 4=

Permission Entry for HR Dept

Principal:  HR dept (CTWAHR dept) Select a principal
Type: Allow v

Apphies to:  This folder, subfolders and files ~

Basic permissions:
[JFull control
CModify
[ Read & execute [
[A List folder contents
HARead
[ write
Special permissions

[[] Only apply these permissions ta objects and/or containers within this cantainer

Show advanced permissions

Ll

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition




Permission Entry for HR Dept o x

Principak  HR dept (CTW\HR dept) Select a principsl

Type: Allow -
Appliesto:  This foldes, subfolders and files ~
Advanced permissions: Show basic permissions
. . . .. .. [ Full control [ Write attributes
In this dialog box you will see a lot of permissions as this is for the HR 2 Traverse folder / execute file N 0] Write extended ttributes
manager, we will select full control and click ok. EDict fokder / rand dete (] Oulete sublolders snd flas
[ Read attributes [JDelete
If it was for other group we would set the permission appropriately. 2 Read extended sttibutes EARead permissions
[] Create files / write data [[]Change permussions.
[ Create folders / sppend data [] Take ownership
] Only apply these permissions to abjects and/or containers within this container Clear all
Add a condition to limit The principal be gi specified only if conditions are met.
Add a condition
o] [ canca
Advanced Security Settings for HR Dept o x
Name: C:\Shares\HR Dept
Owner: (€TWA Change
Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify 2 permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from Applies to
o H H B H H B8 Allow  SYSTEM Full control None This folder, subfolders and files
Now you will see this dlalt?g box with the HR group in the users list, now B2 Allow  Administrators (CTW\Admini... Full control None This folder, subfolders and files
click apply and then ok. 52 Allow  CREATOR OWNER Full control None Subfolders and files only
52 Allow  HR dept (CTWAHR dept) Full control None This folder, subfolders and files

N

Enable inheritance

[[]Replace all child object permission entries with inheritable permission entries from this object

s New Share Wizard - o > 4

Specify permissions to control access

Select Profile Permissions to access the files on a share are set using a combination of folder permissions, share
Share Location permissions, and, optionally, a central access policy.
Share Name Share permissions: Everyone Full Control
Other Settings Folder permissions:
Type Principal Access Applies To
Confirmation Allow CTWAHR dept Full Control This folder, subfolders, and files
. . . Allos BUILTIN\AdI trat Full Control This folder, subfolds ind filk
You will now be back at the new share wizard, now click next to proceed " e e R
Allow NT AUTHORITY\SYSTEM  Full Control This folder, subfolders, and files

as you have now setup the use groups and permissions. Allow  CREATOR OWNER Full Control  Subfolders and files only

i New Share Wizard - o X

Confirm selections

Select Profile Confirm that the following are the correct settings, and then click Create.
Share Location SHARE LOCATION
Share Name Server CTW-Server
Other Settings Cluster role: Not Clustered
Permissions Local path: C:A\Shares\HR Dept
[ connmaon  [RRIRS
The confirm selection is your review before you make any changes. Share name HR Dept
If this is all correct click the create button. e s
Access-based enumeration: Enabled
Caching: Enabled
BranchCache: Disabled
Encrypt data: Disabled




s New Share Wizard

- o X
View results
The share was successfully created
Task Progress Status
Create SMB share Comple
Set SMB permissions Compl
The view result should show that the share and permission have been
successful.
If this is not the case delete the share and redo it.
If it is successful click the close button.
Qe
P Server Manager - o x

+« File and Shares

\"J SHARES VOLUME =
:: Servers are: total A N W-Serve: TASK! -
B | volumes . 5 @ M g
& Disks = Refresh % 794G8
W Storage Pools. are al Path P
23% Used W 183 GB Used Space
4 CTW-server () = 611G8 Fee Spoce
iSCsI <!
Work Folders SYSVOL [< s
HR Dept CAShares\HR Dept s
As you can see the share is now in the list now you can add more shares
to the server if required.




Maintenance Procedures for Hardware:

It's critical to do routine maintenance on both hardware and software components of the winery's PCs to guarantee
their efficient and seamless operation. These easy steps will walk you through inspecting hardware parts to make
sure they are free of dust, debris, wear, and damage. This includes cleaning guidelines that take safety into account.

Checking and Cleaning Hardware:

Mouse and Keyboard
e Unplug the mouse and keyboard from the computer before cleaning with the computer turned off.

e Check for Damage:
o Inspect the cable for wear or fraying.
o Ensure keys/buttons are not stuck or broken.
e Clean Properly:
o Use a microfiber cloth lightly dampened with a gentle cleaning solution to wipe surfaces.
o Use compressed air to remove dirt or debris from between the keys.
o Do not spray liquids directly on the keyboard or mouse.

e Safety Tip: Make sure all cleaning solutions are non-abrasive and used in small quantities.

Monitor
e Unplug the monitor from the power source.

e Check for Damage:
o Inspect the cables for any wear or damage.
o Ensure there are no cracks or visible damage on the screen.
e Clean Properly:
o Use a microfiber cloth to gently wipe the screen.
o For stubborn spots, slightly dampen the cloth with a screen-safe cleaning solution.
o Do not apply excessive pressure on the screen while cleaning.

e Safety Tip: Avoid using paper towels, as they can scratch the screen.




Internal Components of a PC

Power Off and Unplug the PC from the power source before opening the case.
Open the Case:
o Use a screwdriver if necessary to open the side panel of the PC case.
Check for Damage:
o Inspect components like RAM, GPU, motherboard, and cables for visible wear or loose connections.
Clean Properly:
o Use compressed air to blow out dust from the components.
o Focus on areas like the fans, CPU cooler, and power supply.
o Avoid direct contact with sensitive components, and always keep the can of compressed air upright.

Safety Tip: Ensure the workspace is static-free (use an anti-static wristband if available) to avoid damaging
components and do not turn the compressed air can upside down when using.

Winery employees may prolong the life of their hardware and ensure effective functioning by performing routine
maintenance on it by adhering to these easy procedures. Frequent cleaning helps keep the PCs in the best possible
working condition while also preventing hardware problem:s.



Updating Windows 10:

Launch VMware Workstation and click on start virtual machine.
(If the virtual machine is not running)

The virtual machine will start loading windows.

Windows will bootup.




Click on the screen and press the spacebar to bring up the login screen.

839

Friday, September 27

Enter the password and press the enter key. ictadmin

_ a

You are now on the desktop of the virtual machine.

£ Type here to search




Click the start button the go to settings.

Windows Settings

| T T
@ Nataor

Time & Linguige

Find and click on Update and Security. f =

Updue & Speeny -

Bl © veoerere o sewen

Windows Update

Winsows Upaste

Deery Optimzaon
twae Ramoal Tooi 64 - v5.128 (CBB50830)
Joadng - 40%
Winsows Securty
witie Updste for Windows 10 Version 221C for 4. based Syrieme

pdat for NET Framework 1.5, 43 sed 421 or Winciows 1

This is the update page it will start downloading the updates. ez 0 i 252 o4 st St RGO

s 10 Varsion 2 for¥64-bared Sytems (KBASZ305T)

o Windome 10 Version 22 for 4 (KBSONOAE]

e Update Preview fr Windows 10 Vericn 2212 for 364 based Syitemt

This PC doesn't currently meet
© the minimum system
requirements 1o run Windows 11
an see # theve we thngs
you can do i the PC Heatth




Windows Update

Updates available
Lo cheched:Todoy 538 P Looking o nfo 0 the st updatst

Update & Security

T Wndows Updute
Dutawry Opemaation
e 10 Version 22H2 for s4-basd Systers (BAC20ST)
Wingows ey
Optional quality update available

st Updane Prevaes for Wiciows 10 Version 2282 b s6d-baset Sysems

Some updates will disappear when they have been done.
(Main updates may require a reboot) © s This PC doesnt curenty meet

© the minimum system
requirements to run Windows 11
Get the detas and see I thre ae things
Y0u ca G0 i the K Hestth Check 395

5 i my devee
for gwretopers

Wondorws I Progam

Crange actve hours

i i R 1% 60 th atest upcates

Upidat & Securty

 Windows Update
Dvtusry Cromaation
Optional quality update avadable

Wadows Secunty e Updte Provar for Widone 10

If the computer requires a reboot it will show at the end of the )
N ) This PC doesn't currently meet
installation process. :shi kb ejtain

D Actrenon requirements to run Windows 11
Click the reboot button S oo e ok .

[

[ —
Db It upctes s s00m s possile

G O

) ot ey

23 Adanced cption
< «

The system will reboot.




If you get this screen leave the system alone to do the preinstalls.
(Do not turn your system off as it can corrupt the system)

Working on updates

(The system will reboot after this) mplete

Don't turn off your computer

The system is starting up after the reboot.

The system will then go into the second stage install of updates.
(Do not turn your system off as it can corrupt the system)
(When finished it will load windows)




The windows updates have finished you can now log into windows.

When you have logged back in go back into the updates, as there are
optional updates to be done.
(Click on the download and install to get the optional updates)

Click on the turn on button.

o e ey

©:30

Saturday; September 28

@ Windows Update

‘N [ You're up to date
2 Lot checkd: Tody. 630 PM

Upeate & Secuity

C Windows Updte

£ Outrey Optimizsion

® winous socurmy

T Fesbacon

2 vouviesncot This PC doesn't currently meet

© the minimum system
requirements to run Windows 11

(Got the detal and see If there are things
you can do in the #C Health Check app.

& Recouery

Get the latest updates as soon as they re available




The optional update download will start.

When finished you may have to do a reboot.
(click the reboot button if asked to reboot)

The system will reboot.

> Windows Updste
Debvery Optmasbon
Windows Secury

T s bachp

2 Tnlenhoot

3 Pecowry

© Achason
Fond my dwis
(S,

Wingoms iscte Program

Windows Update

Updates available

< Germe e s s soon s veyre avine @y

@™ 7o
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) Vem scsa oy

3 Advanced options
[

Wandows Secrty

T e
P -
8 hecowry

O Actiason

o my device

For cevelopers

Widows inscer rogram

Windows Update

t the detais and see # there are
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Check spp.

G G s o ey e gy
(@ Prne i i Loskingfo o o theaest updtes?
@y Cranoe stve s s
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[




If you get this screen leave the system alone to do the preinstalls.
(Do not turn your system off as it can corrupt the system)

Working on updates

1% e

(The system will reboot after this) Don't tum off your computer

The system is starting up after the reboot.

The system will then go into the second stage install of updates.
(Do not turn your system off as it can corrupt the system)

Don't turn ur computer

(When finished it will load windows)




The windows updates have finished you can now log into windows.

0.0

Saturday; Sep‘tembe.‘rr 28

Virus Scanning on windows 10:

If not logged in please login, if you are already logged in proceed with
the next step.

Enter the password and press the enter key.

ictadmin




5 W14 Keyrass L ——

Double left Click on the Avast desktop icon.

* Avast Free Antivirus

This computer is

The Avast control center will open now click on the Protection button on
the left.

SEE RESULTS

REWARD

GO PREMIUM
UNWRAP IT

@& Avast Free Antivirus

Protection

There are a lot of functions in here but all we want is the Virus Scans so
click on that.

GO PREMIUM




Avast Free Antivirus

Virus Scans

Here you'll find a variety of scan types, from our popular Smart Scan (to detect malware and other
issues) to more specialized scans below. Learn more

© Rescue Disk (9 Scan history

i ! ) i i Other scans
This brings us to the scanning page in here you can select different

scans, we want to do a Full scan so select Full Virus Scan.

Full Virus Scan Targeted Scan Boot-Time Scan Custom scans

Scan fi

& Avast Free Antivirus

Full Virus Scan

Scan your entire PC from top to bottom

@]

Protection

The software will start scanning the system this may take a little time.

C:\Program Files\Avast Software\Avast\gui_resources\defau...

If the scan dose not detect anything you will see this page.
If it dose detect something please quarantine it and contact technical
support asap.

Once the scan is done close down the program it will still run in the ound

background. Good for you!

DONE




Schedule Automatic Maintenance on windows 10:
Disk Cleanup:

In the search type in task s and the task scheduler should show, right
click on it and run as administrator.

Enter the password and press the yes button.

Do you want to allow this app to make
changes to your device?

S
* Microsoft Management Console

Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin user name and password.

CTWhadministrator

. I'I.'I'I.I

The user name or password is incormrect.

More choices

\E No



(® Task Scheduler - o x
File Action View Help
e = HE

(5 Task Scheduler (Local)
> [ Tesk Scheduler Library

€=

"_/ tocreate and manage
common tasks that your % Create Task... .
computer will carry out I'@" Tk
automatically at the times E

you specify. To begin, clicka [ Display All Running Tasks

rommand in the Artinn
&] Disable All Tasks History

The task scheduler will then open click on create task. |§& " T

Statusof t..  Last 24 hours v View »

Summary: 243 total - 3 running, 227 su... G Refresh
Help

Task Name A

B .NET Framework NGEN 4.0.303...

B NET Framework NGEN v4.0.303...

B AnalyzeSystem (last run succee...

B appuriverifierdaily (last run suc... v

Last refreshed at 10/2/2024 11:43:20 AM | Refr |

Craate 2 tack frnm the celacted tack fil=

(® Create Task ®

General Triiggers Actions Conditions Settings

MName: Disk-Clenup i

Location:

Author: CTW\Administrator

Description:

The create task dialog box will come up here we need to make some
changes.
Name the task. Security options
Select the run weather user is logged on or not. _ _
Run with highest privileges or it will not run. When running the task, use the following user account:
CTWAAdministrator Change User or Group...
() Run only when user is logged on
(®) Run whether user is logged on or nm-
] Do not store password. The task will only have access to local computer resources.

[ Run with highest privilegﬁ«

[ Hidden D? Configurefor. | Windows Vista™, Windows Server™ 2008 V|




Next click on the triggers tab and click the new button.

This brings us to the new trigger dialog.
Change the time to what you require.
Set the when settings to daily, one time or weekly.
Now click the ok button and then the action tab.

(® Create Task

Genesal Tiggers #fBhs Conditions Settings

When you create a task, you can specify the conditions that will tngger the task.

Trigger Details

Status

New Trigger

Begin thetaske  On a schedule
Settings

) Onetime Start: |10/ 272024 3~ || 9:00:00PM

-
v

@ Daily
O Weekly
O Monthly

*

Recrevry: [1_| dos

Advanced settings
[7] Delay task for up to (random delay): 1 hour
[[] Repeat task every: 1 hour

all running tasks at end of repetition durat

[[] Stop task if it runs longer than: 3 days
[ Expire: 10/ 272025 124933PM 3
4 Enabled

[] Synchronize across time zones

duration of:  1day




In the action tab click on the new button.

In here select the batch file location by clicking browse.
Select the file when found and click open.
Bow click on the conditions tab.

(® Create Task x
General Triggers Actions Conditions Settings

When you create a task, you must specify the action that will occur when your task starts.

Action Details

(s ] i) (o

Mew Action X

You must specify what action this task will perform.

Action: | Start a program W
Settings

Program/script:

IE:‘Lsystummai'ltenance\diskﬂdun*up.bit “ Browse,.. I

Add arguments (optional): |

Start in (optional): |




(® Create Task

General Tiggers Actions Conditions Settings

Specify the conditions that, along with the tngger, determine whether the task should run. The task will not
run if any condition specified here is not true.
Idle

[7] Start the task only if the conEutﬂ is idle for: 10 minutes

Wait fo 1 hour
Stop if the computer ceases to be idle
Restart if the idle state resumes

Power
Leave as default only change if you want to set some conditions. £ Start the task only if the computer is on AC power
Click the settings tab. [ Stop if the computer switches to battery power
[[] Wake the computer to run this task
Network

[ Start only if the following network connection is available

Any connection

(® Create Task
General Triggers Actions Conditions Settin
Specify additional settings that affect the behavior of the task.

M Allowtask to be run on demand

[J Run task a5 soon 2s possible after a scheduled start is missed

O If the task fails, restart eveny: 1 minute
In the setting tab leave as default, and click ok. Attempt to restart up :
[ Stop the task if it runs longer than: Fdays

M ithe running task does not end when requested, force it to stop

[ 1f the task is not scheduled to run again, delete it after: 30 days

If the task is already running, then the following rule applies:

.Dnnut start a new instance v

® Create Task
General Triggers Actions Conditions Settings
Specify additional settings that affect the behavior of the task.

A Allow task to be run| Task Scheduler ? e
O Run task as soon as

O the task fails, resta

You will be prompted for the administrator’s password to apply this task. Attempt to restart ug Enter user accountinformation for running this task.
Enter the password and click ok. e

4 Stop the task i it run

£ crw\adminstrator v| I

M ifthe running task dy

[ I the task is not sche E Iil

If the task is already runn

.Dnnutslaltanur'ldarm ~




You will now see the task in the task scheduler.
This will run at midnight every day.

To test the script go to the file and right click it and run as administrator.

Fill in the details and press enter to start the script.

system-maintenance

Date modified

B= Manage
I vore 5o vew  opicatontons
« “ 4 ThisPC » LocalDisk(C) > system-maintenance
o Quick access
Woekop Open
& Downloads  # Edit
£ Documents  # Print
= Pictures - @ Rup as administrator
oncti ' shéfdwith Skype
@ OneDrive € Scan selected tems forvinses
O ThisPC 12 Share
Restore previous versions
@ Network
Sendto
Cut
Copy
Create shortcut
Delete
Rename
Properties
2items 1 item selected 600 bytes

i Windows Command Processor

M

Trpe

Windows Batch Fle
Windows Batch File

Verified publisher: Microsoft Windows

Show more details

To continue. enter an admin user name and password.

Size

v & | Searchsysem-maintenance 9

1K8

CTW\Administrator

LEL 1]l -.l -

9

Domain: CTW




(testing the script)
The script has started and will now run.

The script has now finished but we have set it to stay on the desktop.

We have done this so if there are error we can see them.
To close click in the box and press any key.
(This script will run every day at 09pm)

SFC Scanning on windows 10:

In the search type in task s and the task scheduler should show, right
click on it and run as administrator.

B C:\Window:

stem32\cmd.exe

Disk Cleanup

X

Disk Cleanup is calcuiating how much space you wil be
% abletofres cn (C) This may take 2 few minutesto

complete

Cakcuiating

=

Scaming Device deiver packages




Enter the password and press the yes button.

The task scheduler will then open click on create task.

G Microsoft Management Console

Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin user name and password.

CTW\administrator

LLL LT L] '.4

9

The user name or password is incomect.

More choices

> (@ Task Scheduler Library

©. You can use Tosk Scheduler
"._/ tocreate and manage
common tasks that your e

Summary: 243 total - 3 running, 227 su...

Task Name

B NET Framework NGEN v4.0.303... '

[ NET Framework NGEN v4.0.303...

BB AnalyzeSystem (last run succee...

B zppuriverifierdaily (last run suc... v

Lastrefreshed at 10/2/2024 11:4320 AM | Refr |

Craate a tack frnm the calacted tack fils

[ Display All Running Tasks
& Disable All Tasks History
AT Service Account Configuration
View »
O Refresh
Help




(B Create Task

General Triggers Actions Conditions Settings

e [ 4

Location:

Author: CTW\Administrator
Description:

The create task dialog box will come up here we need to make some
changes.
Name the task. Secusity options
Select the run weather user is logged on or not.
Run with highest privileges or it will not run. When running the task, use the following user account:
CTWh\Administrator Change User or Group...

(® Run only when user is logged on
(O Run whether user is logged on or nnt-

Do not store password. The task will only have access to local computer resources.

[J Run with highest privileges -
[ Hidden Configure for: | Windows Vista™, Windows Server™ 2008
[ ] conce
(® Create Task

Genesal Tiggers #Bhs Conditions  Settings

When you create 2 task, you can specify the conditions that will tngger the task.

Trigger Details Status

Next click on the triggers tab and click the new button.




New Trigger

Begin thetask:  On a schedule v
Settings

O Onetime | Stat: [10/ 272024 5~ | [12:00:00PM *:l [ Synchronize across time zones
@ Daily

O Weekly Recur every: D days

O Monthly

*

This brings us to the new trigger dialog.
Change the time to what you require.
Set the when settings to daily, one time or weekly.

Now click the ok button and then the action tab. - 9

] Delay task for up to {random delay): 1 hour

[[] Repeattaskevery: 1 hour for wation of | -cay
t all runming tasks at end of repetition durat

[[] Stop task if it runs longer than: 3 days

[ Expire: 10/ 2/2025 1M:4537AM |5 Synchronize across ¢

[ Enabled

(B Create Task
General Triggers Actions Conditions Settings

When you create a task, you must specify the action that will occur when your task starts.

Action Details

In the action tab click on the new button.

[y | e (o




Mew Action

You must specify what action this task will perform.

Action: | Start a program
Settings
Program/script:
C\systern-maintenance\sfc-scan.bat “ Browse... I

Add arguments (optional): |

Start in (optional): |

In here select the batch file location by clicking browse.
Select the file when found and click open.
Bow click on the conditions tab.

(B Create Task

General Triggers Actions Conditions Settings
Specify the conditions that, along with the trigger, determine whether the task should run. The task will not
run if any condition specified here is not true.
Idle
[T Start the task only if the co!rEutﬂ is idle for: 10 minutes

Wait for idle for: 1 hour
Stop if the computer ceases to be idle

Restart if the idle state resumes

Power
[ Start the task only if the computer is on AC power

%] Stop if the computer switches to battery power
[[] Wake the computer to run this task

Leave as default only change if you want to set some conditions.
Click the settings tab.

Network
[ Start only if the following network connection is available

Any connection




(B Create Task
General Triggers Actions Conditions Settin
Specify additional settings that affect the behavior of the task.
M Allow task to be run on demand

[ Run task s soon as possible after a scheduled start is missed

O tfthe task fails, restart every: 1 minute
In the setting tab leave as default, and click ok. : Sy
[ stop the task if it runs longer than: idgs v

M ifthe running task does not end when requested, force it to stop

[0 tfthe task is not scheduled to run again, delete it after: 30 days

If the task is already running, then the following rule applies:

Do not start a new instance v

@ Create Task X

General Triggers Actions Conditions Settings

Specify additional settings that affect the behavior of the task.

A Allow task to be run| Task Scheduler ? %

| O Runtaskassoonas ?
| E“’\_

| O Ithetaskfails resta

You will be prompted for the administrator’s password to apply this task. Eter user accounttinfarmation for rurwing ths task.

Enter the password and click ok.

User name: \Adminestr; v
A Stop the task i it run @ cw ator
Password: [

Bt the running task d

D If the task is not schae pys

o ] o |

If the task is already runn

Do net start a new instance A
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system-maintenance - o x

N - ¢
- ) ThisPC » Local Disk (C9 > system-maintenance b s em-maintenznce P
s Quick access
I Desktop # Open
& Downloads =
2 Documents [=3
—— @ Runas ,Emmr:::.
Share with Skype
& OneDrive Scan selected items for viruses
W hepC 12 Share
Restore previous versions
To test the script, go to the file and right click it and run as administrator. g Neswore sendto 5
Cut
Copy
Create shortcut
Delete
Rename
Properties
User Account Control X

Do you want to allow this app to make
changes to your device?

Windows Command Processor

Verified publisher: Microsoft Windows

N N
Fill in the details and press enter to start the script.
To continue, enter an admin user name and password.

CTWAAdministrator

seaRNRRN —

Domain: CTW

Yes No

(Testing the Script)
The script has started and will now run.




B C:\Windows\System32\cmd.exe - o x

The script has now finished but we have set it to stay on the desktop.
We have done this so if there are error we can see them.
To close click in the box and press any key.
(This script will run every day at 12am)




Troubleshooting for common problems:

Advance users should only do this if you are unsure contact, IT Department.

PC Running Slow:

Close Unnecessary Programs:
o Press Ctrl + Shift + Esc to open Task Manager.

o Look for programs using a high amount of CPU or Memory.
o Select the program and click End Task to close it.

Run Disk Cleanup and Defragmentation:
o Type Disk Cleanup in the search bar and select the drive (usually C:).

o Check unnecessary files like Temporary Files and Recycle Bin, then click OK.
o After cleanup, type Defragment and Optimize Drives in the search bar and select your drive.
o Click Optimize.

Scan for Malware:
o Open Windows Security by searching for it in the Start menu.

o Click on Virus & threat protection and choose Quick scan.

o If threats are detected, follow the prompts to remove or quarantine them.

PC Turns on but the Operating System Will Not Load:

Check BIOS Settings:
o Restart the PC and press the appropriate key (F2, F10, or Delete) during startup to enter the BIOS.

o Ensure the boot order is correct, with the primary hard drive set as the first boot device.

Run Startup Repair:
o Insert a Windows 10 installation USB/DVD and boot from it.

o Select Repair your computer > Troubleshoot > Advanced options > Startup Repair.

o Allow Windows to automatically detect and repair boot issues.

Boot into Safe Mode:
o Restart the PC and hold Shift while selecting Restart to boot into the Advanced Startup.

o Go to Troubleshoot > Advanced options > Startup Settings > Restart.
o Once restarted, press F4 to boot into Safe Mode.

o Use Safe Mode to uninstall recent drivers or software causing the issue.



Wi-Fi Won’t Turn on in Operating System:

Enable Wi-Fi Adapter:
o Press Windows Key + X and select Device Manager.

o Expand Network adapters and look for your Wi-Fi adapter.
o Right-click the adapter and select Enable if it is disabled.

Run the Network Troubleshooter:
o Press Windows Key + | to open Settings.

o Go to Network & Internet > Status > Network troubleshooter.
o Follow the on-screen instructions to diagnose and fix Wi-Fi issues.

Update Wi-Fi Driver:
o In Device Manager, right-click your Wi-Fi adapter and select Update driver.

o Choose Search automatically for updated driver software.

o If an update is available, it will be installed, and you may need to restart your computer.

By using these troubleshooting techniques, vineyard employees will be able to properly handle and resolve frequent
PC difficulties, reducing downtime and preserving productivity. Many issues can be swiftly identified and fixed with
these methods, negating the need for complex technical assistance.

Remember that you are on a domain, so you might not be able to access all of this. If so, please get help from your IT
department.

Conclusion:

To sum up, this guide has given a thorough explanation of how to install a safe and working Windows 10 virtual
machine on VMware Workstation. You've successfully updated and installed Windows 10, set up KeePass to securely
store passwords, and strengthened system security with an application firewall. Following these procedures can
provide a safe, comprehensive virtual environment that is prepared for additional use. By utilizing virtualization, you
can now experiment with various setups, software installations, and network settings in a safe and controlled
environment without sacrificing security.



